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Executive Summary

The Biological Weapons Convention (BWC) remains the only WMD treaty without a formal verification 
mechanism. Within the context of renewed interest in BWC verification, this report explores the applica­
bility of different possible approaches to verification and monitoring. 

A known challenge to verification in the life sciences is the breadth of applications – and possible threats. 
In order to evaluate monitoring approaches, the report lays out a set of hypothetical scenarios, ranging 
in scale, scope, and technological sophistication. For each scenario, the report lays out the pathway to 
acquiring biological weapons and presents a set of observables: practical aspects such as technologies 
and activities that can be monitored. 

Monitoring approaches

The report considers three sets of possible monitoring approaches: the BWC Confidence-Building Meas­
ures (CBMs), the Verification Experts Group (VEREX), and emerging technologies. 

While the CBMs were adopted as a transparency measure, they can in theory capture up to half of the 
identified observables. However, those not captured include dual-use and defense-related activities. 
CBMs can support verification, but they rely on complete and correct submissions. 

VEREX identified a broad set of verification measures that remain relevant today. However, they are 
broadly defined, and the real value – and challenges – for each would emerge once specific implemen­
tation details are decided. Integrating emerging technologies into its established frameworks offers a 
promising pathway for further discussions on strengthening the BWC.

Advances in genetic sequencing, microbial forensics, artificial intelligence and remote sensing have 
expanded both risks and monitoring opportunities. These can strengthen off-site monitoring, detect anom­
alies in patterns of research and production, and increase confidence in on-site identification and analysis. 

Overall, compliance monitoring offers a spectrum of options, ranging from transparency and informa­
tion exchange to legally binding processes and on-site investigations. Different methods will offer various 
levels of confidence, but perhaps at the cost of more intrusive practices. A layered system would be most 
effective, with more intrusive or resource-intensive verification techniques deployed only when specific 
concerns arise. 

Recommendations

The report identifies a number of recommendations for BWC States Parties: supporting the CBM process; 
practicing and normalizing consultation and clarification; seeking greater understanding of confi­
dence and uncertainties in verification; and discussing practical aspects of different verification measures; 
practicing verification in the field via exercises.

Political feasibility will ultimately drive decisions on compliance monitoring, but incremental, cooperative 
steps can build confidence and prepare the ground for future verification mechanisms. 
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Chapter 1

Introduction

At present, the Biological Weapons Convention (BWC) has no formally established compliance mecha­
nism. The convention relies on Confidence-Building Measures (CBMs), internal enforcement, and voluntary 
transparency by some States Parties through Article V consultations. In recent years, a new sense of urgency 
has energized discussion of compliance monitoring under the BWC, as well as broader measures to inves­
tigate the possible production or use of biological weapons. This is partly due to the emergence or 
maturation of relevant technologies, which include microbial forensics, genetic sequencing, machine 
learning, improvements in satellite imagery resolution and availability, and the increased availability of 
tools and sources for open-source intelligence (OSINT). Another factor is increased concern for the risks 
posed by biological weapons, raised both by the use of chemical weapons in Syria and in several high-
profile targeted assassinations by state actors, and by the COVID-19 pandemic.

Almost 30 years ago, the Verification Experts Group (VEREX) report assessed that no single verification 
measure could effectively assess compliance, and that a combination of layered verification techniques 
would be required. This insight still holds true and was confirmed more recently by evaluations of recent 
experiences such as OPCW investigations in Syria1 and of the progress made on key verification processes 
such as laboratory characterization of agents and microbial forensics.2

A core challenge to verification and monitoring in the BWC context is that many activities crucial to the 
production of biological weapons are inherently dual-use, and that it may be difficult to distinguish legiti­
mate research or biodefense activities from a weapons program. Because of this, it is difficult to discuss 
practical and specific goals and targets for monitoring activities under the BWC.

This report outlines the findings of a 2-year project by VERTIC and King’s College London. The project 
sought to evaluate potential monitoring approaches against a number of specific, detailed hypothetical 
proliferation scenarios, and it considered the impact of novel and emerging technologies on the matter. 
To do so, the project drew from methodologies used in nuclear non-proliferation, chief among them the 
Acquisition Path Analysis employed by the International Atomic Energy Organization (IAEA).

Methodology

The study’s ultimate goal is to provide an informed evaluation of the feasibility of different possible 
approaches to verification and monitoring of the BWC, considering transparency measures, proposed 
verification methods, and emerging and novel technologies. This type of analysis needs to account for 
the specific types of activities, equipment and facilities (as well as other factors) that would be subject to 
monitoring – a significant challenge given the complexities of the life sciences field. 

To do so, the research team first identified a number of specific proliferation scenarios that the analysis 
would focus on. The team then mapped possible pathways for acquisition of biological weapons, identify­
ing specific capabilities, technologies and equipment. Finally, the team used these acquisition pathways 

1	 The use of reports to present the combined results from different techniques is covered in McLeish, C. & Moon, J.R. (2020).

2	 Both the advancement in microbial forensics and the need for a broad set of techniques to support and confirm results of 
laboratory analysis are covered by Trapp, R. (2023).



7Monitoring Approaches to Support BWC Compliance

to identify “observables”, detailing facilities, equipment, activities and intangible aspects that would be 
relevant to verification and monitoring activities.

The observables provided a tangible, practical benchmark to examine the potential of different approaches 
to monitoring under the BWC. 

Scenarios
The breadth and diversity of biological activities across industry, medical research and other fields makes 
it extremely challenging to map activities of all possible kinds, and trying to do so would have gone 
beyond the scope and means of this study. Using hypothetical scenarios allowed the team to narrow 
down the analysis. The team settled on three scenarios: 

	 Scenario A – a large and technologically mature program, with a number of facilities; 

	 Scenario B – a small and sophisticated program focusing on novel technologies (this scenario was fur­
ther divided into two sub-scenarios, focusing respectively on the R&D and the production aspects);

	 Scenario C – a small, highly clandestine program using widely available, conventional technologies. 

The chosen scenarios aim to reflect the concerns of the international community, by modelling both 
known cases of biological weapons development,3 and prospective risks that the community has debated 
in recent years. 

In order to develop the scenarios, the team set up a template containing key questions about the hypo­
thetical bioweapons program under considerations – ranging from policy goals and intended targets, 
to the types of agents pursued, to specific facilities, technologies, and organizational elements. This 
guaranteed that the scenarios would take all the relevant factors into consideration, and that the differ­
ent scenarios would be developed to similar depths and levels of detail. The template used to develop 
the scenarios for this study can be found in Annex I. 

Acquisition Pathways and Observables 
Once the scenarios were fully developed, the team used them as a basis to identify possible pathways 
to the acquisition of biological weapons that the hypothetical proliferator may use. 

For this, the project drew on a methodology used in the nuclear non-proliferation field and developed 
by the International Atomic Energy Agency (IAEA), called Acquisition Path Analysis. This methodology 
looks at the plausible paths by which material necessary for weapons of mass destruction (in the case of 
nuclear weapons, weapons-usable fissile material) can be obtained, and at the processes required to do 
so. It maps them against the available resources of a state (in the IAEA case, their nuclear fuel cycle and 
other activities) to identify areas where diversion could happen and prioritizes the use of monitoring 
and verification resources (Nakao et al. 2015; Miller et al. 2018). While creating a general Acquisition Path 
Analysis for the whole biological industry is, at present, probably unfeasible, the team created dedicated 
acquisition paths for the scenarios. These included all the steps that would be part of the biological 
weapons program, from acquisition of the agent, through to weaponization, covering both technologies 
and organizational aspects (for a generic example, see Figure 1).4 

3	 The authors wish to highlight that all the scenarios drew from different known cases of BW production by both state and 
non-state actors, where appropriate, alongside hypothetical analysis of risks. No scenario is meant to represent a specific 
country in its past or present form. 

4	 Acquisition pathways – including detail on processes, techniques, equipment and materials – were drafted by the project 
team and validated by experts in three formal rounds of review during the project. Although the acquisition pathways drew 
on only open-source information, they were drafted in order to fill in an information gap in publicly available literature. 
Because the compilation of this information has been judged by the project team to make it more sensitive, the detailed 
versions of the acquisition pathways upon which the observables were based are not included in the public version of this report.



8 Monitoring Approaches to Support BWC Compliance

Once the acquisition paths had been developed in full for each scenario, the team used them to identify 
“observables”: these were technologies, equipment, facilities, activities, and organizational structures that 
would be relevant to a biological weapons capability. 

Evaluating monitoring approaches
The list of observables provided a concrete reference to discuss and evaluate the potential of different 
monitoring approaches. The team considered various aspects of verification:

	 Voluntary transparency measures, in the form of the Confidence-Building Measures (CBMs) that are 
already part of the BWC regime; 

	 Measures for formal verification – for these, the team started from the work done by VEREX in 
1992–1993, and considered how the measures proposed at the time could apply to the scenarios 
and technologies envisioned today; and, 

	 Emerging and novel technologies: in this case, the team considered a number of technologies that 
were not available or mature during the work of VEREX, and many that are only now showing their 
relevance, and consider how they could be employed complementarily to other measures. 

For each of these, the team compared the existing or proposed instruments to the observables and 
considered whether the instruments would be able to gather relevant information about the different 
observables. These comparisons are explained in detail in chapters 4, 5, and 6. 

Validation and expert feedback
The project team sought frequent expert feedback to critique and refine the project’s material throughout 
the process. After each of the major stages described above – the development of hypothetical scenarios, 
the production of acquisition pathways and observables list, and the evaluation of different monitoring 
approaches – the team convened a workshop to present interim results and receive feedback from 
high-level experts in the fields of biodefence, biological weapons non-proliferation, and related areas. 
Additional experts provided feedback in written form. 

Learning from other regimes

The methodology sought to apply the general principles of the Acquisition Path Analysis which the IAEA 
has now used for over two decades in its nuclear material safeguards but framed around biological non­
proliferation. It is important to note that a full replication of the Acquisition Path Analysis methodology 

Figure 1: Example of process diagram for scenario Acquisition Pathway Analysis
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would go well beyond the scope of this study – and ultimately may be impossible to replicate in the bio­
logical field, due to the differences between the industries and technologies. 

Matching the scope of IAEA’s Acquisition Path mapping would entail further years of work; this report 
focuses on the highest level of mapping done under Acquisition Path Analysis, which is the state-level 
acquisition path. It also covers some of the more detailed levels of mapping, which break down single 
steps of the weapons acquisition process into different processes and technology options. The full IAEA 
approach goes into even greater detail, including mapping processes at the level of individual facilities, 
and includes assessment of the strengths of observables (Liu and Morsy, n.d.).

In addition, there are significant differences between the nuclear and biological fields that need to be 
accounted for. A key difference is the role and constraints of material in the weapons production process: 
pathogens of concern for possible biological weapons development are much more numerous than the 
relatively small set of materials that could be used to develop nuclear weapons. Moreover, biological 
agents replicate and can be cultivated, meaning that the acquisition of sufficient “raw material” at the 
front end of the process is not as crucial as it is in the nuclear field. This shifts the emphasis of the analysis 
away from the “front end” of the acquisition process, and further towards the capabilities needed for mass 
production and weaponization. It also leads to a more diverse, broader set of pathways that would need 
to be updated as biotechnology continues to progress at a rapid pace. 

Despite these differences, applying the general logic of Acquisition Path Analysis to possible biological 
proliferation scenarios yielded useful insights into patterns of observables. 

One of the advantages of this approach was that it enabled the identification of useful observables where 
activities for offensive purposes diverge from peaceful and prophylactic uses. This flips the usual “dual-
use” problem; rather than considering it as a barrier to effective verification, it can be used to focus on the 
most significant areas of distinction between permitted and prohibited activities.

Moreover, using this approach to mapping observables offered a structure within which to interrogate 
how scientific progress impacts the threshold for acquisition, and how the specificity and strength of 
observables might evolve. The observables are not a static list, nor should they be treated as such. They 
emerged directly from the scenarios which, if a version of this methodology is adopted by States Parties, 
should change over time as consensus changes about which scenarios are most relevant. Within the 
scenarios as well, the detailed pathways of biological weapon acquisition should be updated with plenty 
of technical input to ensure that assumptions – about what capabilities are necessary and what one could 
expect to observe in association with certain activities – remain realistic and up to date.

Furthermore, the observables contain not just materials and technology, but also behaviors such as good 
(or bad) faith engagement with the BWC and broader disarmament regimes. This reflects calls from 
various experts for behavioral arms control, most recently specifically for the BWC from Kelle and Dando 
(2025).5 Our approach addresses both behavioral and material aspects for compliance monitoring. It treats 
verification as a spectrum that includes not just detection of capabilities but also the responsible engage­
ment by parties with compliance monitoring itself as a trust-building activity that helps to strengthen 
norms against biological weapons and improve the chances of cooperation amongst States Parties to 
resolve concerns.

Another key reason Acquisition Path Analysis proved to be a useful instrument is that it was specifically 
designed by the IAEA to help set priorities for verification. In the context of this project, the analysis of 
observables built on this methodology was used to discuss and re-evaluate the possible advantages 
and uses of a range of monitoring and verification measures that have been proposed in the BWC con­
text over the years. 

5	 See also Kuhn, U. & Williams, H. (2023).
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A cautionary note on observables

This report provides a list of observables, detailing facilities, equipment, activities and organizational 
approaches that could be used as part of a bioweapons program. The authors want to clarify that this list 
should not be seen as a “checklist”, and the presence of any – or several – of these observables should 
not be read as non-compliance with the BWC. While the observables are related to capabilities that are 
necessary for the production of biological weapons, many of the same capabilities have entirely legitimate 
civilian applications. Simply counting the number of observables is not a reliable way to monitor or verify 
BWC compliance – and indeed could lead to false accusations and erode trust among state parties. 

As explained above, the methodology used in this report – and the Acquisition Path Analysis used by the 
IAEA that informs it – looks at equipment and activities not just in isolation, but in context: how equip­
ment is used, who carries out and funds certain activities, where sensitive material is acquired from, and 
where it goes after it is processed. 

The observables are objects of interest for monitoring and verification not because they are inherently 
suspicious or dangerous, but because they offer useful reference points to understand a country’s activi­
ties. Monitoring observables can help confirm that all activities are being put to peaceful use, or it may 
highlight ambiguities or anomalies for clarification. Experience in other sectors shows that very often 
ambiguities or anomalies simply reflect minor differences in how a state conducts its research or organizes 
its industry, rather than signs of proscribed activity. 

Moreover, looking at the observables together, and the way they effectively support one another as a 
possible “supply chain”, can help identify key nodes where, for example, material would be diverted to 
weapons use. In this way, a system-level outlook at the activities in a state can help prioritize verification 
and monitoring activities where it matters – maintaining efficacy while reducing the waste of resources. 
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Chapter 2

Scenarios of Biological Weapon Acquisition

As noted above, the potential scale and scope of offensive biological weapons programs is large. At one 

end of the spectrum a lone actor could produce and use a simple toxin (e.g., ricin) to target an individual 

or number of individuals. At the other end of the spectrum a perpetrator could develop, produce and use 

a genetically modified organism at scale on population centers or military targets. The variations within 

the spectrum are significant. This project used hypothetical scenarios to constrain these possibilities and 

focus the analysis. 

The following scenarios present hypothetical countries with different types of biological weapons pro­

grams, outlining the core goals and resources of the programs and the different pathways to acquisition and 

production. The scenarios are informed by historical cases, academic research, and prospective considera­

tions of emerging technologies. They were further iterated and refined through input of U.S. Department 

of State experts and experts in the governmental and non-governmental field, who provided feedback 

in written form and during a workshop held in Geneva in December 2023. 

Scenario A 

This scenario describes a large program using fairly conventional technologies, dispersed at multiple sites. 

This is consistent with older historically known biological weapons programs.

Stage 1: General Scope and Goals
	 This scenario features a state perpetrator whose goal is to use biological weapons against another 

state or a large non-state group (such as an ethnic minority).

	 Targets include a human subpopulation (large groups) or the food supply (crops).

	 The perpetrator’s rationale for use of biological weapons rather than conventional weapons include: 

	 Strategic use (deadly agents employed as a last resort/deterrent);

	 Operational use (reaching deep military targets and incapacitating battlefield leadership)

	 Arms races (whether actual or perceived);

	 Impact on an adversarial state’s economy and healthcare system;

	 Political suppression of a sub-population; and/or 

	 Deniability.

	 The program is large-scale and dispersed across multiple sites.

	 Biological agents are selected for desired qualities based on the rationale for biological weapons use. 

In cases of strategic use, agents would be highly transmissible and associated with high mortality in 

presence of limited or total absence of medical countermeasures (MCMs). Agents that can be stabi­

lized and dispersed relatively easily would be a focus.

	 Agents would be acquired through isolation from a natural source, repositories, or provision from 

another state.
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Stage 2: Infrastructure and Technology
	 Once a program is well-established, production infrastructure would be at manufacturing scale. 

	 A scenario considering this type of program at a nascent stage may have pilot scale facilities or 
convert civilian manufacturing facilities as needed.

	 Stockpiling, storage, and large-scale manufacturing would be energy-intensive with high resource 
consumption to maintain operations.

	 During early phases of a program, sophistication could range but a well-established program has 
fully developed organizational roles, knowledge retention, training structures, and moderate to high 
reliability of processes with quality assurance methods.

	 This program uses conventional and well-established technologies that have been used in past 
programs.

	 Steps for upstream processing involve inoculation, microbial fermentation or cell culture, harvesting, 
and sterilization and decontamination of equipment.

	 Steps for downstream processing involve extraction or separation, purification and quality checks, 
suspension and refrigeration/freezing (if in liquid form) or drying (if in powder form), weaponization, 
and sterilization and decontamination of equipment.

	 Processing requires large machinery and extensive biosafety measures, including vaccination cam­
paigns for personnel.

	 Some agents would be stored in a reserve supply or munitions. This would pose a challenge, as it 
requires highly specialized knowledge and technology not used in research with a legitimate pur­
pose, would have a large energy footprint for maintaining proper atmospheric conditions, and require 
a dedicated site. Maintenance of a laboratory culture is also a likely necessity.

	 The most likely delivery method is aerosolization, though the scenario also considers contamination 
of water/food sources or release of infected vectors.

	 Training, testing and deployment includes field testing or in silico prediction models, integration in 
military doctrine, vaccinations and vaccine/MCM development, and other indicators associated with 
past offensive programs.

Stage 3: Adding Details to the Scenario, Creating an Overview of Resources 
Available to the Fictional Biological Weapons Program

	 Equipment would be either available in-country from dual-use pharmaceutical, vaccine, or food 
facilities, or could be acquired from another state. 

	 Military facilities are most likely to provide the equipment for munitions. 

	 Facilities include clandestine facilities dedicated to biological weapons production, and the capability 
to repurpose dual-use facilities to produce biological weapons on short notice. 

	 Compartmentalization of personnel is likely, with subcontractors and/or large numbers of regular 
employees unaware of the overarching purpose of their work at various stages. An assumption is that 
Country A would hide some things but not all, and the role of whistleblowers must be considered. 
Some large industry partners would do most of their own work, specialization and not outsourcing, 
but this would have risks and bottlenecks.

	 Funding comes from a combination of military funds and government funds for research institutions. 
Such a program would not exist in isolation, so some cross-governmental awareness would be neces­
sary (e.g., material acquisition, funding, personnel, and training).

	 The country has knowledge/personnel from research institutions working in microbiology (for agent 
selection and acquisition, design of BW, and R&D involved in process design and testing of the bio­
logical weapons including computational biologists), pharmaceutical and biotechnology industry 
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(for scaling up production, maintenance and design of equipment, and process support and operations), 

and munitions expertise from the military (who are also likely to store stockpiles and keep inventory). 

	 Military research institutes are involved with the full process, from R&D to weaponization.

Scenario B.1 

This scenario describes a small and highly sophisticated program at the early stages of development, 

mostly dealing with the R&D aspects; this would have a focus on novel and emerging tech and experi­

mental activities, and would help us focus subsequent analysis on how to spot any red flags from those 

early activities.

Stage 1: General Scope and Goals
	 This scenario features a state perpetrator aiming to develop potentially highly asymmetric biological 

weapons that circumvent established detection methods, response plans, and treatment regimens.

	 Targets include human subpopulations from individuals (e.g., assassinations) to large groups.

	 The perpetrator’s rationale for development of novel biological weapons could include:

	 Arms racing (actual or perceived);

	 Effectiveness against guerilla warfare;

	 Deniability;

	 Compounding effects such as undermining adversarial states through disinformation campaigns;

	 Exploiting lack of pandemic preparedness and overwhelming their healthcare systems, or caus­

ing economic damage; and

	 Signaling capacity and willingness to violate norms and intimidation (psychological impact).

	 The program is small-scale, and unlikely to include any stockpiled agent or munitions.

	 Biological agents are selected or modified for their ability to circumvent existing detection techniques 

and MCMs. They may also be intentionally dual-use strains common in peaceful research that are 

similar to high-priority agents (i.e., vaccinia virus as a surrogate to the closely related variola virus). 

They may be tailor-made for their intended use.

	 Acquisition and/or development of agents involves the following: 

	 Viral vectors to target victims’ genomes (either germ-cell [reproductive] or somatic) and induce 

disease (gene therapy as a weapon);

	 De novo synthesis of a virus (e.g., using sequence information to generate variola virus “from scratch”);

	 Use of artificial intelligence (AI) for agent selection and/or modification;

	 Use of CRISPR or other approaches for genetic engineering (e.g., augmenting infectivity, patho­

genicity, virulence, resistance to MCMs, stability);

	 Creation of chimera agents or modification of zoonotic agents to infect specific subpopulations;

	 Bioregulators and peptides (that could be easily hidden in plain sight, as much of this research is 

done for legitimate medical reasons).

Stage 2: Infrastructure and Technology
	 The scenario assumes that production infrastructure remains at laboratory scale (and maybe pilot scale).

	 This is a relatively new program in an exploratory R&D phase. 

	 There is a small group of personnel working on this alongside civilian research or defensive biological 

weapons research. The effort is spread across a few laboratories. Training and knowledge retention 
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may be unstructured, with informal organizational roles for the biological weapons program (instead 
relying on pre-established roles in labs or highly compartmentalized knowledge/research). This could 
also be a legitimate program but with some infiltration by people who siphon interesting research 
results and channel them to offensive activity or further research elsewhere.

	 Research is actively in progress, with either dual-use research outputs or delays in research outputs 
for peaceful purposes.

	 The program employs emerging technologies. 

	 Agents are not yet stored in a large reserve supply, and a scaled-up process for biological weapons 
production is not yet in place. Batch production and maintenance of a laboratory culture are assumed.

	 There may be inoculation and microbial fermentation/cell culture on a laboratory/pilot scale. Work 
would take place in laboratories akin to US biosafety levels BSL-3, BSL-3+ or BSL-4.

	 Downstream processing is less likely. If present, it would include R&D efforts and research into the 
shelf life of agent and weaponization feasibility studies.

	 Delivery methods are in the R&D phase only. They may include work on aerosolization, transdermal 
(micro-patches, small punctures [e.g., toxin-covered pellets]), transmission via vectors and contam­
ination (e.g., absorption by contact, stability in certain conditions).

Stage 3: Adding Details to the Scenario, Creating an Overview of Resources 
Available to the Fictional Biological Weapons Program

	 Diversion of equipment and capital normally used in civilian research institutes and military defense 
research.

	 This program entails the smallest outlay of capital and lowest chance of detection if Country B were 
to set up a clandestine, dedicated laboratory space for this research.

	 There would be an indigenous research capacity, with established expertise in microbiology or virol­
ogy. There would also be extensive AI capabilities, expertise in genetic engineering, vaccine process 
design, epidemiology, and access to big biological datasets (e.g., results of ancestry testing) in-country.

	 Personnel would be pulled from a military research laboratory or a private laboratory that has pre­
viously worked closely with or receives considerable funding from the government. One interesting 
dynamic to note is that this program would require high investment for a relatively small military 
advantage and/or potentially small returns and may be opposed by government/military leadership.

Scenario B.2 

This scenario describes a small and sophisticated program, fundamentally similar to the one covered 
by Scenario B.1 above but seen at a later stage of development. This scenario focuses on scaling-up 
production, manufacturing (possibly including delivery systems) and training of personnel. This pro­
gram would show signs of maturity, including knowledge management, procurement of production 
technology for higher volume than that of B.1, and logistics activities (such as on-demand production 
or small-scale stockpiling).

Stage 1: General scope and goals
	 This scenario features a state perpetrator aiming to operationalize research into dual-use emerging 

technologies to create highly sophisticated biological weapons.

	 The perpetrator’s rationale and targets remain the same as in Scenario B.1. Unlike in Scenario A, there 
is no focus on battlefield use.

	 The program is small to medium in scale (smaller than Scenario A but larger than Scenario B.1). It may 
be stockpiling agent or focusing on on-demand production.
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	 Biological agents are selected or modified for their ability to circumvent existing MCMs. They include 
intentionally dual-use agents common in peaceful research that are similar to high-priority agents.

Stage 2: Infrastructure and Technology
	 Production infrastructure is likely to be at pilot scale or small manufacturing scale.

	 The program is more mature than Scenario B.1, with structured processes for recruitment, training and 
knowledge retention. The organizational roles are well defined and responsibilities mostly consistent. 

	 There is continuous quality control and testing of agents and dispersal methods (a “menu”) to achieve 
reliable results.

	 Testing would be as limited as possible; if there is open-air or aerobiology laboratory testing, safety 
issues would emerge. Animal caging and other infrastructure, and waste management for live animal 
testing would be evident.

	 This program uses both conventional technologies and emerging technologies.

	 Processes may be batch or semi-continuous. There may be a goal to establish and maintain stock­
piles, but designed processes are likely to be set up for reliable just-in-time production. We assume 
maintenance of lab cultures in either case.

	 There is a sophisticated capacity for both upstream (inoculation, microbial fermentation/cell culture, 
harvesting) and downstream (extraction/separation, purification, analysis, suspension if in liquid form/
stabilization as a powder) processing, possibly with single-use tubing and lining for equipment. 

	 Agents could be integrated with conventional delivery systems (such as aerosols in munitions) or 
there could be R&D of sophisticated delivery systems, such as:

	 Drones (uncrewed aerial vehicles);

	 Food sources;

	 Two-stage vectors with mold, bacterium, viral or insect delivery of a genetic modification aspect 
in a target population; and/or

	 Fomites.

	 Munitions are hard to develop and hide. Typically, munitions would include a liquid that upon deploy­
ment and use produces aerosols. Aerosol vaccine research could be used as a cover in some cases.

Stage 3: Adding Details to the Scenario, Creating an Overview of Resources 
Available to the Fictional Biological Weapons Program

	 Equipment could be diverted from legitimate vaccine industry or commissioned in-country for a fully 
clandestine facility. 

	 Government funding would be necessary, even if the effort were highly compartmentalized, and 
the program would likely be hidden deep within military and/or intelligence structures. Some kind 
of coordination center would be needed.

	 Personnel involved in the program would not have knowledge of real-world impacts, direct con­
tribution to the program, or distribution among laboratories and facilities. The program would use 
acculturation to shift values and beliefs and incentivize personnel with perks and privileges.

	 If very small scale with limited personnel, there may be corruption, self-aggrandizement, and internal 
politics that create challenges for the program.

	 It is likely that some personnel will have experience with computational modelling, including AI.

	 Some personnel would disappear into the programs or engage differently with the wider scientific 
community (i.e., different pattern of publications, appearance at conferences). The most promising 
students who return from study exchanges may be recruited into the program and hidden.
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	 The number of states/countries that could harbor this program is likely to be small. Thus, traditional 

barriers (e.g., export control lists) may not be relevant.

Scenario C 

This scenario describes a small and highly secretive program using fairly common technologies that are 

more readily accessible than the ones described in Scenarios B.1 and B.2. 

Stage 1: General Scope and Goals
	 This scenario features a state perpetrator whose goal is to use biologically derived toxin weapons 

against another state or internally against individual political dissidents.

	 The perpetrator’s rationale for use of biological rather than conventional weapons centers on:

	 Plausible deniability; and

	 The psychological terror associated with toxin weapons.

	 The program is small-scale and may be contained at a single site.

	 Agents would be selected based on their effectiveness and known properties as a biologically derived 

toxin weapon; novel agents are unlikely.

	 Agents would be acquired through isolation from a natural source.

Stage 2: Infrastructure and Technology
	 Production infrastructure would be at pilot scale once the program is well-established. A nascent 

program may have laboratory scale facilities.

	 The organizational structure includes a small group of personnel that are entirely compartmental­

ized, with only a few senior members communicating with outside bodies. Training and knowledge 

retention may potentially be unstructured due to the small size of the program.

	 This program uses conventional and well-established technologies that have been used in past 

programs.

	 Steps for upstream processing could involve microbial fermentation, harvesting, and sterilization and 

decontamination of equipment.

	 Steps for downstream processing would involve extraction or separation, purification, suspension 

and refrigeration/freezing (if in liquid form) or drying (if in powder form), weaponization, and steriliza­

tion and decontamination of equipment.

	 Just-in-time production is most likely, though some agent could be stored in stockpile or munitions. 

Maintenance of a laboratory culture is possible.

	 Batch production is assumed, with an emphasis on just-in-time process design.

	 The most likely delivery methods are transdermal (e.g., pellets, microneedles), or contamination of 

water/food sources and high-touch surfaces. Aerosolization may also be explored.

Stage 3: Adding Details to the Scenario, Creating an Overview of Resources 
Available to the Fictional Biological Weapons Program

	 Equipment would be either available in-country from dual-use pharmaceutical, vaccine, or food 

facilities, or could be acquired from another state. 

	 Facilities would be clandestine and dedicated to biological weapons production; however, the equip­

ment would be dual-use and easily disguised to appear dedicated to peaceful or prophylactic purposes. 
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	 Funding may come from either military funding or government funding for research institutions, 
though it is unlikely that more than one government body would oversee the program. The program 
may be disguised as civilian industry.

	 The program would have personnel from research institutions working in microbiology and toxicol­
ogy (for agent selection and acquisition), pharmaceutical or food-processing industry (for scaling 
up production, maintenance and design of equipment, and process support and operations), and the 
military (for weaponization and delivery). These personnel may cease publications and networking 
activities upon their entry into the program.

	 Legitimate military research institutes are distanced from the clandestine program.
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Chapter 3

Observables

It stands to reason that monitoring requires observation; designing a monitoring regime entails having 

an idea of both what its subjects are (i.e. what to monitor), and what further actions should be taken (i.e. 

further monitoring, consultation, etc.) on the basis of what is observed. Thus, this project’s methodology 

sought to specify observables from more abstract overarching scenarios of noncompliance with the BWC. 

This chapter details the observable signs of the scenarios developed in the previous chapter. 

These were identified by reviewing the fully developed pathways and carefully identifying what could 

be seen, heard, read, or otherwise observed about them. Essentially, this entailed asking: What about 

[step in acquisition pathway] could be externally visible to the most intrusive monitoring conceivable? 

This process was of course somewhat subjective, given that some level of discernment was necessary to 

avoid listing observables so mundane as to be completely irrelevant for monitoring. Further, the prolif­

eration pathways for biological weapons are far more varied and flexible than for nuclear weapons. Just 

as the scenarios are a subset of a much broader realm of noncompliance, the observables are a subset 

of the various potential proliferation pathways for each scenario.

Following are key divergences between the patterns to be expected with activities for peaceful and 

prophylactic purposes and those undertaken for offensive purposes. The detailed lists of observables 

follow in Tables 1–4. It bears noting that whereas emphasis was placed on the divergence of biological 

weapons development from peaceful biology, most of the observables in the detailed tables below are 

simply a reflection of capacity and could equally be present in peaceful and prophylactic contexts. 

Scenario A

	 Observables that indicate large-scale manufacturing:

	 High level of containment in processing, inconsistent with typical manufacturing practice

	 Purchase of reagents (growth media, serums, buffers, antibiotics, etc.)

	 That are not in line with standard manufacturing practices for the purported product(s)

	 In large quantities without a clear end use

	 Through a rotation of multiple suppliers (which could be done to disguise true quantities 

purchased)

	 Missing or conflicting records of operations (which could indicate batch test runs of biological 

weapons production in dual-use facilities)

	 Mothballed but still-working equipment in pharmaceutical facilities (which could indicate a 

latent production line)

	 Biosafety measures not typical for facilities ostensibly meant for civilian use

	 Stringent containment during downstream processing (in contrast to vaccine production, 

which usually uses high containment only before attenuation) 

	 Overly thorough treatment of waste streams
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	 Use of disposable plastic jackets and piping for fermentation vessels in a context not nor­

mally used

	 General security measures not typical for civilian facilities

	 Observables of research being conducted for offensive purposes:

	 Unusual levels of integration between various defensive research projects, particularly upstream 

and downstream

	 E.g., The same funding stream is directed both towards a laboratory working on gain-of-

function experiments including influenza A virus and a laboratory modelling aerosol dis­

semination of viral particles

	 E.g., Scientists and facilities overlapping between animal testing and formulation and stabi­

lization steps (which could indicate optimization of formulation for delivery)

	 Work with animal models in experimental programs

	 Aerosolization facilities in static or dynamic test chambers

	 Signs of collection of dangerous strains of bacteria, either through field research or repositories, 

without corresponding research into mcms

	 Unusual outbreaks, deaths of relevant scientists, or strict culture of repressing information and 

accountability on biosafety accidents

	 High levels of secrecy in general and stringent clearance requirements

	 Any reports of a clandestine field-testing location or import of high numbers of nonhuman primates

	 Large pens 

	 Mass animal culling and cremation/burial 

	 Military storage sites with large-scale refrigeration

	 Changes in military vaccination and MCMs (including seemingly innocuous vaccine development)

	 General lack of transparency when asked about dual-use activities and capabilities

Scenario B

The main issue with scenario B would be the extensive dual-use capability, and its ability to hide its latent 

sophisticated research and production for offensive purposes behind uses of the same scientific exper­

tise and equipment that it leverages consistently for peaceful and prophylactic purposes. It is likely that 

some of the personnel involved in an offensive program would not even be aware of the fact, as the most 

significant deviations from peaceful development would take place in the laboratory, before scale-up, and 

at the very end, in preparation of delivery systems and strategies for weaponization. Sandwiched among 

these small covert efforts could be several civilian organizations (private industry, academic institutions, 

etc.) that have little to no awareness of their culpability. As activities become more unambiguously offen­

sive (such as, weaponization research and practice with scale-up of agents, rather than analogues), they 

would be hidden within a military program.

However, there are a limited number of countries with the resources necessary to conduct a program of 

this level of sophistication and hide it behind their normal activities. Thus, monitoring dual-use research 

outputs may be the single most useful activity to detect observables; but this work-intensive monitor­

ing need not be applied globally, only to countries with well-developed biotechnology and life sciences 

industries and their closest allies.

	 R&D of mRNA vaccines is more favorable than that of DNA due to their easier delivery, lower costs, and 

safety (as they cannot affect the target individual’s genetic code). DNA vaccines are more thermally 
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stable (meaning easier to store) and integrate into the genome but usually require an electric impulse 
for uptake into cells.

	 If private manufacturing facilities are used for scale-up of viral agents, then some infection amongst 
personnel who are unaware of the risks posed by the live viruses they are handling may be expected.

	 Military-run vaccine production facilities, or a private vaccine manufacturer which fails to confirm the 
sequence, purity, and virulence of any seed virus provided to it. The absence of records of these stud­
ies could be an indicator (along with the absence/inconsistency of downstream testing results against 
assays provided by the laboratory).

	 High levels of secrecy, or reports of lax screening protocols by an in-country commercial synthesizer.

	 Specific types of vaccination that, as in the case of influenza A virus, differ from the dominant annual 
vaccine based on expected strain.

	 Microbial forensics: once a genetically modified influenza A virus has been released, there may be 
some “signatures” indicating a specific laboratory or country has developed a strain, either based on 
its similarity to endemic strains or known libraries, or on the basis of the techniques used to edit the 
virus’s genome.

Scenario C

Though the opportunities to disguise facilities and equipment as dual-use and intended for civilian uses 
may be more limited for this program, there are specific industries that may provide cover, even if Country 
C does not possess an extensive pharmaceutical industry. Food and beverage industries could provide 
equipment which could be retrofitted for biological weapons production. Further, a domestic castor oil 
production capability is almost a prerequisite if Country C wants to produce ricin in any significant amount. 
Apart from the agent itself and the level of containment necessary for the production process, it would be 
very hard to distinguish between B. anthracis and B. thuringiensis biopesticide production. A biopesticide 
plant would use a similar process flow, equipment, materials, expertise, storage, and dispersal, as the bio­
pesticide is formulated for spraying crops.

	 Are there legitimate uses for lyophilizers or spray-dryers in Country C? If so, is the amount imported 
inconsistent with production needs or missing end-user certification?

	 Is there justification for BSL-3/4-like equipment, maybe without transparency about facilities? If there 
is diversion of some equipment to the program, this would require a slightly broader circle of people 
in the know.

	 Have there been medical imports of non-vaccine strains of B. anthracis, microneedles, and anthrax 
or ricin vaccines (the latter of which would be especially telling, as ricin vaccines are still in clinical 
trials and not widely available)?

	 Have there been any cases of ricin poisoning? Have there been any outbreaks of anthrax among 
domestic animals?

	 Have there been any detected processing activities with castor oil byproduct past the cold-pressing 
stage? 

	 Have any scientists studied biopesticide production and since disappeared regarding employment 
and publications?
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Consolidated Observables Lists

Table 1: Common observable signs of potential offensive capabilities across the 
three scenarios

Observables

R&D Unusual levels of integration between defensive research projects

Same funding stream directed to labs working on gain-of-function experiments and aerosol  
dissemination modelling

Scientists and facilities overlapping in animal testing, formulation, and stabilization steps

Work with animal models and nonhuman primates in experimental programs

Aerosolization in static or dynamic test chambers

Unusual outbreaks

Deaths at relevant facilities (of relevant scientists)

Biosafety accident reporting

Reports of clandestine field-testing locations or large imports of nonhuman primates

Ex-bioweaponeers moving to foreign labs

Refrigeration at military storage sites 

Lack of transparency when asked about dual-use activities and capabilities

Linkages between pharma company and military complex 

Animal testing which cannot be corroborated by published literature

Diplomatic Engagement Abuse/bad faith engagement with arms control and non-proliferation forums (BWC, UNSGM, 
WHO, WOAH, FAO, UNSCR)

Disinformation, delaying tactics or disruption of substantive decisions in arms control and 
non-proliferation forums

Vetoing UNSC resolutions

Lack of transparency during consultations

Accusations of other states possessing a bioweapons program

Public Sentiment &  
Internal Shifts

Shifts in public opinion on biological and chemical weapons

Buzz on social media and in news media about specific facilities



23Monitoring Approaches to Support BWC Compliance

Table 2: Observable signs of potential offensive capabilities in Scenario A

Observables

Dual-use divergences in 
large-scale manufacturing

Non-attenuation of viruses/non-modification or gene drives of bacteria to select for prime 
antibiotic traits

Purchase of reagents (growth media, serums, buffers, etc.) not in line with standard manu­
facturing practices

Missing or conflicting records of operations

Mothballed but still-working equipment in pharmaceutical facilities

Overly thorough treatment of waste streams

Use of disposable plastic jackets and piping for fermentation vessels

Stringent containment during downstream processing

Equipment & Facilities Construction of high/maximum containment facilities

Clarity of organizational structure at high/maximum containment facilities

High/maximum containment facilities funded by military budget

High/maximum containment facilities built by a private company

Remote locations of high/maximum containment facilities

Abnormally high security at high/maximum containment facilities

Bio-pesticide production facility with high-level containment measures

Very high energy usage (freezers) at high/maximum containment facilities

Import/manufacture of equipment on AG control list 

Crop sprayers

Process control software and instrumentation

Cryogenic freezers (under -80C)

Materials Pathogenic agents (Yersinia pestis, Francisella tularensis, Vibrio cholerae, Clostridium botulinum)

Known strains in country possession

Materials/agents purchased from commercial providers if used in legitimate research

Materials/agents illicitly acquired through unofficial networks

Research on high-risk pathogenic agents in areas where these pathogens are endemic

Additives for encapsulation of probiotics

Animal models (primate or small mammal)

Expertise & Human  
Resources

Academic research on high-risk pathogenic agents (including sudden cessation of publications)

Lack of public job postings for relevant sites

Expertise on dispersion modelling, simulation, toxicology, drug delivery, etc.

Defense & Military Small elite military squadrons linked to R&D or intelligence services

Changes to budget allocations for R&D/CBRN

Government tender sites calling for pharmaceutical industry support

Changes to frequency and scope of CBRN exercises

Mass military vaccination campaigns

Prophylactic stockpiling (e.g., antibiotics)
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Table 3: Observable signs of potential offensive capabilities in Scenario B

Observables

Dual-use divergences Extensive dual-use R&D capability (with potential for concealment of offensive activities)

Extensive later stage dual-use capability (with potential for concealment of offensive activities)

Personnel unaware of offensive nature of their work

Civilian organizations (sub-contractors) unknowingly involved in offensive activities

Use of private vaccine manufacturers of viral agents 

Infections amongst private manufacturing personnel unaware of risks

Absence of testing record to confirm receipt of correct candidate vaccine

Inconsistencies in downstream testing results

R&D Weaponization (clear intent) research and scale-up of agents

Signature identification through microbial forensics

Specific vaccination campaigns differing from standard vaccine strains

Equipment & Facilities Construction of high/maximum containment facilities

Construction of small and dual-use facilities

Clarity of organizational structure at high/maximum containment facilities

High/maximum containment facilities funded by military budget

Equipment procurement outsourced to contractors

Import/manufacture of equipment on AG control list, e.g. peptide synthesis machines

Biological simulation platforms (machine learning, cloud labs)

Large freezers to store viruses and genetic material

Single-use plastic incubators, shaker flasks, small bioreactors

PCR/qPCR

Materials Pathogenic agents (Influenza virus, mammalian or avian)

Mammalian cell culture or fertilized chicken eggs

Materials for genetic editing & synthesis

Materials for mRNA vaccine production

Microparticles/nanospheres for delivery

Animal models (primate or small mammal)

Expertise & Human  
Resources

Academic research on high-risk pathogenic agents (including sudden cessation of publications)

Expertise on vaccine process engineering, virology, toxicology, molecular biology, epidemi­
ology, immunology

Delayed or less frequent publications 

Defense & Military Small elite military squadrons linked to R&D or intelligence services

Changes to budget allocations for R&D/CBRN

Changes to frequency and scope of CBRN exercises

Mass military vaccination campaigns
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Table 4: Observable signs of potential offensive capabilities in Scenario C

Observables

Dual-use divergences Unusual production patterns of food and beverage industries

Choice of spore producing biopesticides (e.g., B. thuringiensis)

R&D Use of B. anthracis and ricin in R&D activities

Medical imports of non-vaccine strains of B. anthracis

Scientists studying biopesticides who later disappear

Equipment & Facilities Construction of high/maximum containment facilities

High/maximum containment facilities funded by military budget

Clarity of organizational structure at high/maximum containment facilities

Remote locations of high/maximum containment facilities

Abnormally high security at high/maximum containment facilities

Import/manufacture of equipment on AG control list

Castor oil production with cold pressing

Pharmaceutical grade milling machine

Integrated containment systems in equipment or operation under high-containment protocols

Full-body PPE

Sprayer tanks

155-mm shells

Microneedles

Centrifuge with in-situ sterilization

Uncrewed aerial vehicles for dispersal

Flow filtration

Materials Pathogenic agents

Growth of castor beans

Ammonium sulfate

Research on B. anthracis when endemic in the country’s soil

Use of solvents that enhance dermal absorption

Kinases

Small mammals for field-testing

Expertise & Human  
Resources

Academic research on high-risk pathogenic agents (including sudden cessation of publications)

Inoculation of wild-type bacterial strains from samples

Fermentation knowledge from the dairy/beverage industry

Expertise on toxicology

Defense & Military Small elite military squadrons linked to R&D or intelligence services

Emphasis on UAVs

Prophylactic stockpiling

Denial of access to certain open areas (possible field testing)
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Chapter 4

Confidence-Building Measures for  
Compliance Monitoring

This chapter looks at the BWC CBMs and considers whether they are able to capture the observables iden­
tified by the project team. The CBMs are not, per se, a form of verification; however, there are several 
reasons to start this analysis from the CBMs before proceeding to consider proposed verification measures. 
Firstly, transparency (of which the CBMs are an example) and verification are often seen to be comple­
mentary and mutually reinforcing. Secondly, the CBMs are at present the only mechanism the BWC has 
for capturing observable signs.

Measures to increase transparency and confidence in compliance

The confidence-building measures (CBMs) were agreed at the Second Review Conference in 1986. 
Anchored in article V, the CBMs were introduced as a compromise measure following renewed calls to 
strengthen the BWC with a legally binding verification regime. At the time, it seemed plausible that a 
verification mechanism was going to be put in place that resembled the declarations and on-site inspec­
tions that were being negotiated at that time for the Chemical Weapons Convention (CWC). Moreover, 
many BWC States Parties argued that it would be better to first conclude the negotiation of the CWC, 
which could then serve as a model for a possible BWC verification protocol. As such, the CBMs were 
adopted by consensus as an interim measure “in order to prevent or reduce the occurrence of ambigui­
ties, doubts and suspicions, and in order to improve international co-operation in the field of peaceful 
bacteriological (biological) activities.”

As it turned out, the verification protocol was not attainable in the 1990s or 2000s, and the CBMs remain 
the core, formal mechanism whereby BWC States Parties exchange compliance-related information on 
a regular basis. 

The CBMs were elaborated at a meeting of scientific and technical experts in 1987. They were modified 
and considerably expanded at the Third Review Conference in 1991. The emphasis between the end  
of the Cold War and the Fifth Review Conference in 2001 on seeking verification resulted in decreased 
interest in further developing the CBM measures. The Sixth Review Conference in 2006 agreed on various 
improvements to their submission and distribution mechanisms, but political differences meant the CBMs 
remained substantively unchanged until minor modifications to the reporting forms were adopted at 
the Seventh Review Conference in 2011.

Although the CBMs are not derived directly from the text of the Biological Weapons Convention itself, 
the Second Review Conference resulted in a consensus decision that States Parties were to annually 
submit the six agreed forms “on the basis of mutual co-operation”. That decision means participation in 
the CBMs is a politically binding requirement for all BWC States Parties. 

Overall participation in the mechanism remains limited, but participation is steadily increasing and now 
stands at over fifty per cent, and key states with significant biodefense programs and sophisticated bio­
logical research communities all participate. To maximize transparency, an increasing number of States 
Parties are also making their CBM submissions publicly available. 

This chapter considers how well the CBMs capture signs of potential offensive capabilities.
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Capturing observable signs of offensive capabilities

A set of wide-ranging observable signs of potential offensive capabilities was identified through the 
three scenarios described in earlier chapters. Some observables are common across the three scenarios; 
others are scenario specific. All are listed in Tables 1–4. The tables also indicate whether the observables 
are captured in the CBMs. 

The data demonstrates that the information requested on the current CBM forms captures a significantly 
small proportion of the observable signs identified of potential offensive capabilities. 

More specifically, of the 21observable signs common across the three scenarios (divided into four cate­
gories: ‘R&D’, ‘diplomatic engagement’, ‘public sentiment’, and ‘internal shifts’), the CBMs capture just 
over ten per cent. They partially capture another (roughly) forty per cent. Roughly half of the common 
observable signs of potential offensive capabilities are not captured. 

In scenario A, of a large offensive program using conventional technologies dispersed at multiple sites, 
35 scenario-specific observable signs were identified and the CBMs capture around thirty per cent of 
these. They do not capture over seventy per cent of the observables. The observables were divided into 
five categories: ‘dual-use divergences in large-scale manufacturing’, ‘equipment & facilities’, ‘materials’, 
‘expertise & human resources’, ‘defense & military’. When these are combined with the observables 
common across the scenarios, the CBMs capture and partially capture just under forty per cent, and do 
not capture over 60 per cent. 

In scenario B, of a small and highly sophisticated program, 34 scenario-specific observable signs were 
identified and the CBMs approximately capture twenty per cent and partially capture another ten per 
cent of these. They do not capture more than seventy per cent of the observables. Like in scenario A, the 
observables were divided into categories of ‘dual-use divergences’, ‘equipment & facilities’, ‘materials’, 
‘expertise & human resources’, ‘defense & military’, but an additional category of ‘R&D’ was added, 
bringing the total categories of observables in scenario B to six. When these are combined with the 
observables common across the scenarios, the CBMs capture and partially capture just under forty per 
cent, and do not capture over sixty per cent, as was the case in scenario A. 

In scenario C, of a small clandestine program using fairly conventional technologies, 36 scenario-specific 
observable signs were identified and the CBMs capture twenty-five per cent of these. They do not cap­
ture seventy-five per cent of the observables. The observables were divided into the same categories as 
in scenario B and when these were combined with the observables common across the scenarios, the 
CBMs capture and partially capture thirty-five per cent of the observables and do not capture sixty-five 
per cent.

More granular details of the data are provided in Table 5. 
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Table 1: Common observable signs of potential offensive capabilities across the 
three scenarios

Observables Captured in CBMs?

R&D Unusual levels of integration between defensive research projects Yes

Same funding stream directed to labs working on gain-of-function 
experiments and aerosol dissemination modelling

Partially

Scientists and facilities overlapping in animal testing, formulation,  
and stabilization steps

Partially

Work with animal models and nonhuman primates in experimental 
programs

Partially*1

Aerosolization in static or dynamic test chambers Yes

Unusual outbreaks Yes

Deaths at relevant facilities (of relevant scientists) Partially

Biosafety accident reporting Partially

Reports of clandestine field-testing locations or large imports of  
nonhuman primates

No

Ex-bioweaponeers moving to foreign labs No

Refrigeration at military storage sites No

Lack of transparency when asked about dual-use activities  
and capabilities

No

Linkages between pharma company and military complex Partially

Animal testing which cannot be corroborated by published literature Partially

Diplomatic  
Engagement

Abuse/bad faith engagement with arms control and non-proliferation 
forums (BWC, UNSGM, WHO, WOAH, FAO, UNSCR)

Partially*2

Disinformation, delaying tactics or disruption of substantive decisions  
in arms control and non-proliferation forums

No

Vetoing UNSC resolutions No

Lack of transparency during consultations No

Accusations of other states possessing a bioweapons program No

Public Sentiment & 
Internal Shifts

Shifts in public opinion on biological and chemical weapons No

Buzz on social media and in news media about specific facilities No

‘Yes’ is identified in cases where the CBMs have the potential to capture the observable sign
*1	 CBMs can capture military experiments with animal models but not civilian.
*2	 Incomplete CBMs or lack of engagement with the CBM process itself, as well as any consultation and clarification process 

following on from submissions, can itself be a sign of bad faith engagement with the regime. Of course, it could also be the 
result of resource constraints or a lack of national capacity/coordination.
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Table 2: Observable signs of potential offensive capabilities in Scenario A

Observables Captured in CBMs?

Dual-use  
divergences in 
large-scale  
manufacturing

Non-attenuation of viruses/non-modification or gene drives of bacteria 
to select for prime antibiotic traits

No

Purchase of reagents (growth media, serums, buffers, etc.) not in line with 
standard manufacturing practices

No

Missing or conflicting records of operations No

Mothballed but still-working equipment in pharmaceutical facilities No

Overly thorough treatment of waste streams No

Use of disposable plastic jackets and piping for fermentation vessels No

Stringent containment during downstream processing No

Equipment &  
Facilities

Construction of high/maximum containment facilities No

Clarity of organizational structure at high/maximum containment facilities Yes*1

High/maximum containment facilities funded by military budget Yes*1

High/maximum containment facilities built by a private company Yes*1

Remote locations of high/maximum containment facilities Yes*1

Abnormally high security at high/maximum containment facilities No

Bio-pesticide production facility with high-level containment measures Yes

Very high energy usage (freezers) at high/maximum containment facilities No

Import/manufacture of equipment on AG control list No

Crop sprayers No

Process control software and instrumentation No

Cryogenic freezers (under -80C) No

Materials Pathogenic agents (Yersinia pestis, Francisella tularensis, Vibrio cholerae, 
Clostridium botulinum)

Yes*1

Known strains in country possession No

Materials/agents purchased from commercial providers if used in legiti­
mate research

No

Materials/agents illicitly acquired through unofficial networks No

Research on high-risk pathogenic agents in areas where these pathogens 
are endemic

Yes

Additives for encapsulation of probiotics No

Animal models (primate or small mammal) No

Expertise &  
Human Resources

Academic research on high-risk pathogenic agents (including sudden 
cessation of publications)

Yes*2

Lack of public job postings for relevant sites No

Expertise on dispersion modelling, simulation, toxicology, drug delivery, etc. Yes*1

Defense & Military Small elite military squadrons linked to R&D or intelligence services No

Changes to budget allocations for R&D/CBRN Yes

Government tender sites calling for pharmaceutical industry support No

Changes to frequency and scope of CBRN exercises No

Mass military vaccination campaigns No

Prophylactic stockpiling (e.g., antibiotics) No

‘Yes’ is identified in cases where the CBMs have the potential to capture the observable sign
*1	 Only P4/BL4 or biodefense relevant pathogens/facilities/staff are captured in CBMs
*2	 CBMs capture the publication policy for national biological defense research programs, but the scope is limited and does not 

involve publication surveillance.
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Table 3: Observable signs of potential offensive capabilities in Scenario B

Observables Captured in 
CBMs?

Dual-use  
divergences

Extensive dual-use R&D capability (with potential for concealment of  
offensive activities)

No

Extensive later stage dual-use capability (with potential for concealment of  
offensive activities)

Yes

Personnel unaware of offensive nature of their work No

Civilian organizations (sub-contractors) unknowingly involved in offensive activities Partially

Use of private vaccine manufacturers of viral agents Partially*1

Infections amongst private manufacturing personnel unaware of risks No

Absence of testing record to confirm receipt of correct candidate vaccine No

Inconsistencies in downstream testing results No

R&D Weaponization (clear intent) research and scale-up of agents Partially

Signature identification through microbial forensics No

Specific vaccination campaigns differing from standard vaccine strains No

Equipment & 
Facilities

Construction of high/maximum containment facilities No

Construction of small and dual-use facilities No

Clarity of organizational structure at high/maximum containment facilities Yes*2

High/maximum containment facilities funded by military budget Yes*2

Equipment procurement outsourced to contractors No

Import/manufacture of equipment on AG control list, e.g., peptide synthesis 
machines

No

Biological simulation platforms (machine learning, cloud labs) No

Large freezers to store viruses and genetic material No

Single-use plastic incubators, shaker flasks, small bioreactors No

PCR/qPCR No

Materials Pathogenic agents (Influenza virus, mammalian or avian) Yes*2,*3

Mammalian cell culture or fertilized chicken eggs No

Materials for genetic editing & synthesis No

Materials for mRNA vaccine production No

Microparticles/nanospheres for delivery No

Animal models (primate or small mammal) No

Expertise &  
Human  
Resources

Academic research on high-risk pathogenic agents (including sudden cessation of 
publications)

Yes*4

Expertise on vaccine process engineering, virology, toxicology, molecular biology, 
epidemiology, immunology

Yes*2

Delayed or less frequent publications No

Defense & 
Military

Small elite military squadrons linked to R&D or intelligence services No

Changes to budget allocations for R&D/CBRN Yes

Changes to frequency and scope of CBRN exercises No

Mass military vaccination campaigns No

‘Yes’ is identified in cases where the CBMs have the potential to capture the observable sign

*1	 Only for vaccines for human use, and not related to scale-up

*2	 Only P4/BL4 or biodefense relevant pathogens/facilities/staff are captured in CBMs

*3	 While CBMs may capture research with a certain strain of influenza if it takes place in a high containment facility, it is unlikely 
to capture all research involving this pathogen.

*4	 CBMs capture the publication policy for national biological defense research programs, but the scope is limited and does not 
involve publication surveillance.



31Monitoring Approaches to Support BWC Compliance

Table 4: Observable signs of potential offensive capabilities in Scenario C

Observables Captured in 
CBMs?

Dual-use  
divergences

Unusual production patterns of food and beverage industries No

Choice of spore producing biopesticides (e.g., B. thuringiensis) No

R&D Use of B. anthracis and ricin in R&D activities Yes

Medical imports of non-vaccine strains of B. anthracis No

Scientists studying biopesticides who later disappear No

Equipment & 
Facilities

Construction of high/maximum containment facilities No

High/maximum containment facilities funded by military budget Yes*1

Clarity of organizational structure at high/maximum containment facilities Yes*1

Remote locations of high/maximum containment facilities Yes*1

Abnormally high security at high/maximum containment facilities No

Import/manufacture of equipment on AG control list No

Castor oil production with cold pressing No

Pharmaceutical grade milling machine No

Integrated containment systems in equipment or operation under high- 
containment protocols

Yes

Full-body PPE Yes*1

Sprayer tanks No

155-mm shells No

Microneedles No

Centrifuge with in-situ sterilization No

Uncrewed aerial vehicles for dispersal No

Flow filtration No

Materials Pathogenic agents Yes*1

Growth of castor beans No

Ammonium sulfate No

Research on B. anthracis when endemic in the country’s soil No

Use of solvents that enhance dermal absorption No

Kinases No

Small mammals for field-testing No

Expertise &  
Human  
Resources

Academic research on high-risk pathogenic agents (including sudden cessation  
of publications)

Yes*2

Inoculation of wild-type bacterial strains from samples No

Fermentation knowledge from the dairy/beverage industry No

Expertise on toxicology Yes*

Defense & 
Military

Small elite military squadrons linked to R&D or intelligence services No

Emphasis on UAVs No

Prophylactic stockpiling No

Denial of access to certain open areas (possible field testing) No

‘Yes’ is identified in cases where the CBMs have the potential to capture the observable sign

*1	 Only P4/BL4 or biodefense relevant pathogens/facilities/staff are captured in CBMs

*2	 CBMs capture the publication policy for national biological defense research programs, but the scope is limited and does not 
involve publication surveillance.
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Table 5: Collated data on CBM capture of identified observable signs across common and 
scenario-specific observables 

Common observables across the three scenarios: 

 3/21 or 14% captured  |  8/21 or 38% partially captured  |  10/21 or 48% not captured 

	 3 observables captured and 7 observables partially captured, out of a total of 14 ‘R&D’ observables

	 Only 1observable partially captured and no observables fully captured out of a total of 5 ‘diplomatic engagement’  
observables

	 No observables captured out of a total of 2 ‘public sentiment & internal shifts’ observables

Observable signs from Scenario A: 

 10/35 or 29% captured  |  0/35 or 0% partially captured  |  25/35 or 71% not captured 

With common observables added (10/35 + 3/21 = 13/56) =  23% captured 

With common observables added (0/35 + 8/21 = 8/56) =  14% partially captured 

With common observables added (25/35 + 10/21 = 35/56) =  63% not captured 

	 No observables captured out of a total of 7 ‘dual-use divergences in large-scale manufacturing’ observables

	 5 observables captured out of a total of 12 ‘equipment & facilities’ observables

	 2 observables captured out of a total of 7 ‘materials’ observables

	 2 observables captured out of a total of 3 ‘expertise & human resources’ observables

	 Only 1 observable captured out of a total of 6 ‘defense & military’ observables

Observable signs from Scenario B:

 7/34 or 21% captured  |  3/34 or 8% partially captured  |  24/34 or 71% not captured 

With common observables added (7/34 + 3/21 = 10/55) =  18% captured 

With common observables added (3/34 + 8/21 = 11/55) =  20% partially captured 

With common observables added (24/34 + 10/21 = 34/55) =  62% not captured 

	 Only 1 observable captured, and 2 observables partially captured, out of a total of 8 ‘dual-use divergences’ observables

	 Only 1observable partially captured and no observables fully captured out of a total of 3 ‘R&D’ observables

	 2 observables captured out of a total of 10 ‘equipment & facilities’ observables

	 Only 1 observable captured out of a total of 6 ‘materials’ observables

	 2 observables captured out of a total of 3 ‘expertise & human resources’ observables

	 Only 1 observable captured out of a total of 4 ‘defense & military’ observables

Observable signs from Scenario C:

 9/36 or 25% captured  |  0/36 or 0% partially captured  |  27/36 or 75% not captured 

With common observables added (9/36 + 3/21 = 12/57) =  21% captured 

With common observables added (0/36 + 8/21 = 8/57) =  14% partially captured 

With common observables added (27/36 + 10/21 = 37/57) =  65% not captured 

	 No observables captured out of a total of 2 ‘dual-use divergences’ observables

	 Only 1observable captured out of a total of 3 ‘R&D’ observables

	 5 observables captured out of a total of 16 ‘equipment & facilities’ observables

	 Only 1 observable captured out of a total of 7 ‘materials’ observables

	 2 observables captured out of a total of 4 ‘expertise & human resources’ observables

	 No observable captured out of a total of 4 ‘defense & military’ observables
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An essential element for verification or compliance  
assessment judgements 

The CBMs were adopted as an interim measure to enhance confidence in treaty compliance and to improve 
peaceful international co-operation. The mechanism was never intended as a verification or compliance 
assessment tool. It is therefore not surprising that roughly fifty to seventy-five per cent of the observable 
signs of potential offensive capabilities identified in the project scenarios were not captured in the CBMs. 
Moreover, several decades have passed since the information to be exchanged in the CBM modalities 
was agreed and there have been significant socio-political and scientific changes since, which limit the 
relevance of some, though by no means all, of the information requested. 

The information exchanged through the CBM mechanism should be viewed primarily as a tool for 
demonstrating responsible behavior (Kelle and Dando, 2025), and not as a tool for verifying technical 
capabilities. However, what the project data also demonstrates is that roughly twenty-five to fifty per­
cent of the observable signs of potential offensive capabilities identified in the scenarios were actually 
captured or partially captured in the CBMs. This underscores that a significant chunk of the information 
exchanged through the CBM mechanism—if provided accurately, regularly, and in sufficient detail—is 
relevant to providing a picture of technical capabilities. The CBMs can build up this picture over time, 
thereby establishing a country-specific baseline of normal capabilities and activity, essential for any veri­
fication or compliance assessment judgement. 

There are, of course, aspects of the current modalities that can be improved or that need clarification. 
CBM Form A (Part 2 (i)), which calls for information on national biodefense research programs, should, 
for example, be amended to clarify that the request for information includes both military and civilian 
biodefense research programs. The requirement should be to declare any facilities and programs, whether 
in government, industry or academia, that are engaged in activities to counter deliberate outbreaks of 
disease or uses of toxins in humans, animals or plants. Requests for additional information could also be 
added to the current modalities, on for example, treatment of waste streams, refrigeration and levels of 
security. There are several broad areas of information-sharing that could be added in an amended or 
new modality. These include diplomatic engagement as well as public sentiment and internal shifts.

Notwithstanding the potential for updating and expanding the CBMs, they form an important element of 
a verification and compliance assessment process. While the only current mechanism the BWC has for cap­
turing observable signs is the CBM mechanism, there have been other efforts to capture observable signs, 
most obviously through the work of the VEREX group. The following chapter considers the work of VEREX 
and how the observable signs identified in the project link to the measures and tools VEREX identified.
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Chapter 5

Revisiting VEREX for Compliance Monitoring

This chapter considers the verification approaches proposed by the Verification Experts Group (VEREX), 

against the sets of observables identified by this project.

Contextualizing VEREX

At the Third Review Conference (September 1991) of the Biological Weapons Convention States Parties 

decided to establish an Ad Hoc Group of Governmental Experts, open to all States Parties, to identify 

and examine potential verification measures from a scientific and technical standpoint. This Verification 

Experts Group (VEREX) held four sessions in Geneva between March 1992 and September 19931 and identi­

fied 21 potential measures and submitted its report to all States Parties for consideration. The mandate 

of the Group was broad, in that it had to:

	 Identify and examine potential verification measures from a scientific and technical standpoint and 

seek to identify measures which could determine:

	 Whether a State Party is developing, producing, stockpiling, acquiring or retaining microbial or 

other biological agents or toxins, of types and in quantities that have no justification for pro­

phylactic, protective or peaceful purposes;

	 Whether a State Party is developing, producing, stockpiling, acquiring or retaining weapons, 

equipment or means of delivery designed to use such agents or toxins for hostile purposes or 

in armed conflict.

Measures could be addressed singly or in combination and measures were evaluated in a manner  

that took account of the broad range of types and quantities of microbial or other biological agents, 

including toxins, whether naturally occurring or altered which are capable of being used as a means  

of warfare. 

The Group examined potential measures using six main criteria.

	 Their strengths and weaknesses based on, but not limited to, the amount and quality of information 

they provide, and fail to provide;

	 Their ability to differentiate between prohibited and permitted activities;

	 Their ability to resolve ambiguities about compliance;

	 Their technological, material, labor (personnel) and equipment requirements;

	 Their financial, legal, safety and organizational implications;

	 Their impact on scientific research, scientific cooperation, industrial development and other permit­

ted activities, and their implications for the confidentiality of commercial proprietary information.

1	 30 March–10 April 1992; 23 November–4 December 1992; 24 May–4 June 1993; and 13–24 September 1993
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The process was dynamic. Although the final report noted 21 measures were initially identified, the 
measure “notifications” does not appear in the final evaluation tables, whereas exchange visits were con­
sidered as both an on-site and an off-site measure.

Table 1 provides an overview of the measures identified and evaluated by VEREX, according to the  
final report. 

Table 1: VEREX measures

Measures identified 
and evaluated by 
VEREX

Definition of measure (as per VEREX report)

Off-site Measures Information Monitoring

Surveillance of  
publications

Selective scanning and analysis of publicly available printed matter  
and of the media with special attention to scientific literature related to 
activities in the biological field.

Surveillance of  
legislation

Collecting and analyzing information with regard to legislation that exists 
in relation to the BWC or other areas of interest.

Data on transfers, 
transfer requests and 
production

Collection and analysis of national export and import data, available or 
specifically requested, government and industrial production statistics, 
culture collection records and similar information. There may or there 
may not be an agreed standard for the availability of the nature of  
the information. 

Multilateral  
information sharing

The use of any voluntary international provision or exchange of informa­
tion on medical, veterinary, agricultural, environmental safety standards, 
defense and waste management issues, etc., relating to materials and 
activities of potential relevance to the BWC. Such information sharing on 
a voluntary basis may or may not have an agreed standard for the nature 
of the information to be provided.

Exchange visits  
(off-site)

Visits of experts arranged for scientific purposes by one country to 
comparable facilities of another country (States Parties) under bilateral 
or multilateral agreements. Exchange visits need not be restricted to 
declared facilities.

Data Exchange

Declarations Mandatory, periodic reporting on a regular basis of information consid­
ered to be of relevance for verification of the BWC. The nature of  
the events/items/facilities to be declared has yet to be fully defined.  
Notifications were considered to be a subset of declarations, concerned 
with the reporting of new or unforeseen events or forecast of events in 
order to pre-empt compliance concerns.

Notifications

Remote Sensing

Surveillance by 
satellite

A variety of techniques operated by an artificial body placed in orbit 
around the earth or other planet that enable, to varying degrees, the 
detection, description, measurement or identification of some property 
of an object of interest without actually coming into physical contact 
with the object.

Surveillance by 
aircraft

A variety of techniques operated by crewed and uncrewed aerial vehi­
cles, including airplanes, helicopters, airships and balloons that enable,  
to varying degrees, the detection, description, measurement or identifi­
cation of some property of an object of interest without actually coming 
into physical contact with the object.

Ground-based  
surveillance (off-site) 

Surveillance of a site of interest at some agreed perimeter surrounding  
a site or many kilometers distance either by remote sensing or by  
visual inspection
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Measures identified 
and evaluated by 
VEREX

Definition of measure (as per VEREX report)

Inspections

Sampling and  
identification (off-site)

To take samples of the area in the vicinity of a declared or undeclared 
facility without penetrating its boundary.

Observation (off-site) Monitoring a site to get a sense of activities being carried out in the 
facility and also to get acquainted with the external characteristics of 
the facility.

Auditing (off-site) The critical examination, outside a facility boundary, in accordance with 
agreed standards and criteria, of documentary records, electronically 
held data and manuals, to assess consistency of matters recorded and 
material account with declared purposes and permitted activity.

On-Site Measures Exchange visits

International  
arrangements

Visits of experts arranged for scientific purposes by one country to 
comparable facilities of another country (States Parties) under bilateral 
or multilateral agreements. Exchange visits need not be restricted to 
declared facilities

Inspections

Interviewing One of the measures of fact-finding for on-site inspection. It is conducted 
with the personnel of the site. The objective is to gain information about 
the nature, scale and scope of the activities and also to assess the overall 
function of the site.

Visual inspections Aimed at acquiring a general view of the site, facilities, equipment,  
materials and the degree of protection, safety measures and the  
peaceful activities which are being carried out. It includes taking  
note of the specificities and the characteristics of the equipment and  
the instruments.

Identification of key 
equipment

An essential part of identification of key equipment on site is to confirm 
a facility’s declaration and help to ensure that the equipment is not used 
for prohibited activities.

Auditing (on-site) The examination within a facility boundary, in accordance with agreed 
standards and criteria, of documentary records, electronically held data 
and manuals, to assess consistency of matters recorded and materials 
accounted with declared purposes and permitted activity.

Sampling and identi­
fication

The act of taking samples on the inspected site, analyzing these samples 
either on the site using appropriate methods or to transfer these samples 
from the site for identification or further investigation in appropriate 
laboratories.

Medical examination The collection of information about the activities of a facility by auditing 
medical and occupational health records of the work force; examination 
of recent and past cases of diseases; taking and analyzing body fluids and 
other clinical materials; and surveying the immunological status of the 
work force versus epidemiological background data

Continuous Monitoring

By instruments Activity conducted on a continuing basis using devices or instruments 
with the specific role of monitoring ongoing processes, parameters or 
agents, occurring in key equipment of a particular facility, and/or storage 
rooms or special storage facility, or testing areas.

By personnel Activity conducted on a continuing basis using observers or other highly 
qualified experts with the specific role of monitoring ongoing processes, 
parameters or agents, occurring in key equipment of a particular facility, 
and/or storage rooms or special storage facility, or testing areas.
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The VEREX Report and the Ad Hoc Group

Upon the submission of the report States Parties met at a Special Conference to review the report and 
decide on any next steps. The Special Conference established the mandate of the Ad Hoc Group to 
“consider appropriate measures, including possible verification measures, and draft proposals to strengthen 
the Convention, to be included, as appropriate, in a legally binding instrument” for the States Parties 
to consider. 

The AHG met over 24 sessions between 1995 and 2001, totaling 330 days of work. 

As Table 2 notes, of the more than 20 measures identified by VEREX, some measures appear as both on-site 
and off-site measures, and 16 were included in the BWC protocol Chair’s text (the composite text).

Those not included were relatively intrusive (e.g., surveillance by satellite or aircraft, off-site ground-
based surveillance, off-site sampling and analysis and continuous monitoring.) By the time the Ad Hoc 
Group was completing its work, the experience of UNSCOM and other political developments had 
reduced the appetite for intrusive, multilateral disarmament regimes.

The checklist approach in the table, however, masks other approaches and issues that are important 
(e.g., what is declared, what kind of data is requested), including how techniques such as sampling and 
analysis and interviewing can be used effectively in a cooperative and uncooperative environment. The 
table is, therefore, not a complete picture of how the discussions and measures from VEREX transferred 
or translated into the AHG’s text of early to mid-2001.

Table 2: VEREX measures and their inclusion in the AHG text.

VEREX measure In Composite Text

Information Monitoring

Surveillance of publications 

Surveillance of legislation 

Data on transfers, transfer requests and production 

Multilateral information sharing 

Exchange visits (off-site) 

Data Exchange

Declarations 

Notifications 

Remote Sensing

Surveillance by satellite

Surveillance by aircraft

Ground-based surveillance (off-site) 

Inspections

Sampling and identification (off-site)

Observation (off-site) 

Auditing (off-site) 

Exchange Visits

International arrangements 

Inspections

Interviewing 
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VEREX measure In Composite Text

Visual inspections 

Identification of key equipment 

Auditing (on-site) 

Sampling and identification 

Medical examination 

Continuous Monitoring

By instruments

By personnel

VEREX and the observables lists

Table 3: Common observable signs of potential offensive capabilities across the 
three scenarios

Observables Captured in VEREX?

R&D Unusual levels of integration between defensive research projects Yes

Same funding stream directed to labs working on gain-of-function 
experiments and aerosol dissemination modelling

Yes

Scientists and facilities overlapping in animal testing, formulation,  
and stabilization steps

Yes

Work with animal models and nonhuman primates in experimental 
programs

Yes

Aerosolization in static or dynamic test chambers Yes

Unusual outbreaks Yes

Deaths at relevant facilities (of relevant scientists) Partially

Biosafety accident reporting Partially

Reports of clandestine field-testing locations or large imports of  
nonhuman primates

No

Ex-bioweaponeers moving to foreign labs No

Refrigeration at military storage sites Yes

Lack of transparency when asked about dual-use activities and  
capabilities

Yes

Linkages between pharma company and military complex Yes

Animal testing which cannot be corroborated by published literature Yes

Diplomatic  
Engagement

Abuse/bad faith engagement with arms control and non-proliferation 
forums (BWC, UNSGM, WHO, WOAH, FAO, UNSCR)

No

Disinformation, delaying tactics or disruption of substantive decisions  
in arms control and non-proliferation forums

No

Vetoing UNSC resolutions No

Lack of transparency during consultations No

Accusations of other states possessing a bioweapons program No

Public Sentiment & 
Internal Shifts

Shifts in public opinion on biological and chemical weapons No

Buzz on social media and in news media about specific facilities No
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Table 4: Observable signs of potential offensive capabilities in Scenario A

Observables Captured in VEREX?

Dual-use  
divergences in 
large-scale  
manufacturing

Non-attenuation of viruses/non-modification or gene drives of bacteria 
to select for prime antibiotic traits

Yes

Purchase of reagents (growth media, serums, buffers, etc.) not in line  
with standard manufacturing practices

Yes

Missing or conflicting records of operations Yes

Mothballed but still-working equipment in pharmaceutical facilities Yes

Overly thorough treatment of waste streams Yes

Use of disposable plastic jackets and piping for fermentation vessels Yes

Stringent containment during downstream processing Yes

Equipment &  
Facilities

Construction of high/maximum containment facilities Yes

Clarity of organizational structure at high/maximum containment facilities Yes

High/maximum containment facilities funded by military budget Yes

High/maximum containment facilities built by a private company Yes

Remote locations of high/maximum containment facilities Yes

Abnormally high security at high/maximum containment facilities No

Bio-pesticide production facility with high-level containment measures Yes

Very high energy usage (freezers) at high/maximum containment facilities No

Import/manufacture of equipment on AG control list Yes

Crop sprayers Yes

Process control software and instrumentation Yes

Cryogenic freezers (under -80C) Yes

Materials Pathogenic agents (Yersinia pestis, Francisella tularensis, Vibrio cholerae, 
Clostridium botulinum)

Yes

Known strains in country possession Yes

Materials/agents purchased from commercial providers if used in  
legitimate research

Yes

Materials/agents illicitly acquired through unofficial networks No

Research on high-risk pathogenic agents in areas where these pathogens 
are endemic

Yes

Additives for encapsulation of probiotics Yes

Animal models (primate or small mammal) Yes

Expertise &  
Human Resources

Academic research on high-risk pathogenic agents (including sudden 
cessation of publications)

Yes

Lack of public job postings for relevant sites No

Expertise on dispersion modelling, simulation, toxicology, drug delivery, etc. Yes

Defense & Military Small elite military squadrons linked to R&D or intelligence services No

Changes to budget allocations for R&D/CBRN Yes

Government tender sites calling for pharmaceutical industry support No

Changes to frequency and scope of CBRN exercises Yes

Mass military vaccination campaigns Yes

Prophylactic stockpiling (e.g., antibiotics) Yes

‘Yes’ is identified in cases where a VEREX measure or category have the potential to capture the observable sign
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Table 5: Observable signs of potential offensive capabilities in Scenario B

Observables Captured in VEREX?

Dual-use  
divergences

Extensive dual-use R&D capability (with potential for concealment of 
offensive activities)

Yes

Extensive later stage dual-use capability (with potential for concealment 
of offensive activities)

Yes

Personnel unaware of offensive nature of their work No

Civilian organizations (sub-contractors) unknowingly involved in  
offensive activities

Partially

Use of private vaccine manufacturers of viral agents Yes

Infections amongst private manufacturing personnel unaware of risks Yes

Absence of testing record to confirm receipt of correct candidate vaccine Yes

Inconsistencies in downstream testing results Yes

R&D Weaponization (clear intent) research and scale-up of agents Partially

Signature identification through microbial forensics Yes

Specific vaccination campaigns differing from standard vaccine strains Yes

Equipment &  
Facilities

Construction of high/maximum containment facilities Yes

Construction of small and dual-use facilities Yes

Clarity of organizational structure at high/maximum containment facilities Yes

High/maximum containment facilities funded by military budget Yes

Equipment procurement outsourced to contractors No

Import/manufacture of equipment on AG control list, e.g., peptide  
synthesis machines

Yes

Biological simulation platforms (machine learning, cloud labs) Yes

Large freezers to store viruses and genetic material Yes

Single-use plastic incubators, shaker flasks, small bioreactors Yes

PCR/qPCR Yes

Materials Pathogenic agents (Influenza virus, mammalian or avian) Yes

Mammalian cell culture or fertilized chicken eggs Yes

Materials for genetic editing & synthesis Yes

Materials for mRNA vaccine production Yes

Microparticles/nanospheres for delivery Yes

Animal models (primate or small mammal) Yes

Expertise &  
Human Resources

Academic research on high-risk pathogenic agents (including sudden 
cessation of publications)

Yes

Expertise on vaccine process engineering, virology, toxicology, molecular 
biology, epidemiology, immunology

Yes

Delayed or less frequent publications No

Defense & Military Small elite military squadrons linked to R&D or intelligence services No

Changes to budget allocations for R&D/CBRN Yes

Changes to frequency and scope of CBRN exercises Yes

Mass military vaccination campaigns Yes

‘Yes’ is identified in cases where a VEREX measure has the potential to capture the observable sign
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Table 6: Observable signs of potential offensive capabilities in Scenario C

Observables Captured in VEREX?

Dual-use  
divergences

Unusual production patterns of food and beverage industries No

Choice of spore producing biopesticides (e.g., B. thuringiensis) Yes

R&D Use of B. anthracis and ricin in R&D activities Yes

Medical imports of non-vaccine strains of B. anthracis Yes

Scientists studying biopesticides who later disappear No

Equipment &  
Facilities

Construction of high/maximum containment facilities Yes

High/maximum containment facilities funded by military budget Yes

Clarity of organizational structure at high/maximum containment facilities Yes

Remote locations of high/maximum containment facilities Yes

Abnormally high security at high/maximum containment facilities No

Import/manufacture of equipment on AG control list Yes

Castor oil production with cold pressing Yes

Pharmaceutical grade milling machine Yes

Integrated containment systems in equipment or operation under high-
containment protocols

Yes

Full-body PPE Yes

Sprayer tanks Yes

155-mm shells No

Microneedles Yes

Centrifuge with in-situ sterilization Yes

Uncrewed aerial vehicles for dispersal No

Flow filtration Yes

Materials Pathogenic agents Yes

Growth of castor beans Yes

Ammonium sulfate Yes

Research on B. anthracis when endemic in the country’s soil Yes

Use of solvents that enhance dermal absorption Yes

Kinases Yes

Small mammals for field-testing Yes

Expertise &  
Human Resources

Academic research on high-risk pathogenic agents (including sudden 
cessation of publications)

Yes

Inoculation of wild-type bacterial strains from samples Yes

Fermentation knowledge from the dairy/beverage industry No

Expertise on toxicology Yes

Defense & Military Small elite military squadrons linked to R&D or intelligence services No

Emphasis on UAVs No

Prophylactic stockpiling Yes

Denial of access to certain open areas (possible field testing) No

‘Yes’ is identified in cases where a VEREX measure has the potential to capture the observable sign
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How VEREX categories fit in other verification and compliance regimes

There is no shortage of compliance, verification, inspection or investigation regimes from which any 

future BWC regime can draw experience and lessons from. Since 1991, when the Third Review Conference 

established VEREX, the Trilateral Process between Russia, the United States and the United Kingdom, 

the United Nations Special Commission (UNSCOM) and the United Nations Monitoring, Verification and 

Investigation Commission, the Ad Hoc Group, the efforts to wind up the Project Coast, the experience 

with dismantling Libya’s weapons of mass destruction programs, updating and strengthening the United 

Nations Secretary General’s Investigation Mechanism (UNSGM), the work of the Organization for the 

Prohibition of Chemical Weapons related to the implementation of the Chemical Weapons Convention 

and its work in Syria, the work of the World Health Organization in its attempts to establish the origins 

of the COVID pandemic and two formal consultative meetings of the BWC are directly relevant to any 

future work on compliance and verification. 

In addition to these mechanisms and procedures, other examples beyond chemical and biological weap­

ons remain valuable points of reference, including, but not limited to: UN Sanctions Committee reports 

related to the Democratic People’s Republic of Korea (DPRK), the International, Impartial and Independent 

Mechanism of the United Nations related to Syria, the Universal Periodic Review of the Human Rights 

Council, and the assessment of implementation of anti-money laundering and terrorism finance com­

pleted by the Financial Action Task Force. 

There is also a wealth of domestic experience with biological safety and security from which relevant 

experience and information can be drawn.

Table 7 uses VEREX’s categories to identify a process, procedure or approach in an inspection or investi­

gation that is identified in manuals, frameworks, or reports. The studies used are:

	 United Nations General Assembly: 2013. Report of the United Nations Mission to Investigate  

Allegations of the Use of Chemical Weapons in the Syrian Arab Republic on the alleged use  

of chemical weapons in the Ghouta area of Damascus on 21 August 2013. A/67/997-S/2013/553,  

16 September 2013

	 Organization for the Prohibition of Chemical Weapons: 2023. Third report by the OPCW investigation 

and identification team pursuant to paragraph 10 of decision c-ss-4/dec.3 “addressing the threat from 

chemical weapons use” Douma (Syrian Arab Republic) – 7 April 2018. S/2125/2023. 27 January 2023 

	 World Health Organization: 2024. Global framework to define and guide studies into the origins of 

emerging and re-emerging pathogens with epidemic and pandemic potential. Geneva: World 

Health Organization.

These reports are not intended to demonstrate what is most effective or required for a compliance and 

verification mechanism for the BWC or to evaluate the relevance of any measure or category or meas­

ures from VEREX to other mechanisms. As with Table 2 on the Ad Hoc Group, the identified VEREX meas­

ures in other areas are indicative of the relevance of the measures to compliance and verification.

The examples here are all extraordinary. If, for example, routine CWC activity was identified, most of the 

measures would be covered. In addition, the standard operating procedures address a number of issues 

often identified with a measure: i.e., how would it work. This is evident with sampling and analysis and 

the permitted techniques and procedures for the collection and use of samples and the procedures for 

their analysis.



43Monitoring Approaches to Support BWC Compliance

Table 7: Examples of techniques and procedures used in other compliance and  
verification agreements

VEREX categories  
and measures

UN mission to investigate 
allegations of use of 
chemical weapons  
(August 2013)

OPCW Investigation and 
Identification Team  
(April 2018)

WHO Global Framework 

Information Monitoring and Data Exchanges

Surveillance of  
publications

  

Surveillance of  
legislation



Data on transfers,  
transfer requests and  
production



Multilateral information 
sharing

  

Exchange visits (off-site)  

Declarations 

Notifications  

Remote Sensing and Continuous Monitoring 

Surveillance by satellite 

Surveillance by aircraft

Ground-based surveillance 
(off-site) 



By instruments

By personnel

Inspections (Off Site and On Site)

Sampling and identification 
(off-site)

  

Observation (off-site)

Auditing (off-site) 

Exchange Visits  
International arrangements

  

Interviewing   

Visual inspections   

Identification of  
key equipment

 

Auditing (on-site)

Sampling and  
identification

  

Medical examination   
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VEREX and the BWC Working Group

Following the end of the negotiations on the Protocol in 2001 two decades passed before a structured 

review of compliance and verification issues was placed back on the working agenda of the States Parties. 

This occurred following a decision of the ninth review conference in 2022 to establish a working group. 

Unlike in VEREX, the working group has to date relied mainly on working papers and discussions in sessions 

dedicated to each topic to identify any measures and procedures that could be of value to strengthen­

ing the Convention. 

As noted in the rolling text by the Chair of the Working Group on Strengthening the Convention (28 July, 

2025), any “methods, procedures and techniques related to compliance and verification should be able 

to provide in a timely, effective and efficient fashion, credible evidence of compliance or non-compliance 

…and the development of compliance and verification measures should be without prejudice to national 

security, sustainable development, technological, economic or development interests of States Parties.” 

In addition, the rolling text identifies the following:

	 Both on-site and off-site approaches to verification that are practicable, feasible and proportionate;

	 The value of mandatory declarations;

	 Complementarity between any proposed compliance and verification measures, noting that com­

binations of measures could improve the possibility of providing credible evidence of compliance 

or non-compliance;

	 Potential investigative measures able to rapidly and credibly look into allegations concerning possible 

non-compliance, balancing effective measures with the protection of sensitive national security and 

confidential proprietary rights.

VEREX and new scientific and technical developments

Given VEREX occurred 30-plus years ago, various calls for the exercise to be repeated have been made. 

There is no need to repeat VEREX from a scientific and technological standpoint. 

VEREX measures were broad categories. Rather than assume that a new scientific or technological devel­

opment since 1993 was not included in VEREX, it is more valuable to assess if a new capability or technique 

was not captured by one or more of VEREX’s categories. 

	 Unpiloted aerial vehicles (i.e., drones) are clearly a platform for remote sensing and an addition to 

the identified surveillance by satellite and surveillance by aircraft.

	 Whole gene sequencing, real-time PCR, peptide synthesizers, and nucleic acid synthesis technology 

all fit within, or are adjacent to, sampling and analysis.

	 Open-source intelligence covers a wide array of possible techniques and procedures, but most are 

within the information monitoring category of VEREX.

As noted, VEREX identified a number of categories that remain relevant. Where these new developments 

fit into the VEREX categories offers insights of how a re-evaluation of VEREX might support the work of 

the Working Group.

Repeating VEREX, or something similar to VEREX, only has value if a socialization and awareness raising 

approach was required for States Parties on the types of broad categories of measures that might con­

tribute to compliance monitoring and verification. It is correct to note more, and new, methods and 

procedures are available today, but the VEREX assessment criteria remains valid as a starting point to 

evaluate the advantages and limitations of any new technology or scientific process. 
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VEREX today

The categories of measures identified by VEREX remain valid today. In addition, the main criteria by which 
a measure was assessed also remain valid over 30 years since the report was concluded. VEREX looked 
at a potential measure broadly: e.g., declarations. It did not look at what types of declarations might be 
required or useful, the scope of those declarations, and how any declared information was to be provided, 
assessed and validated for accuracy and completeness. If, for example, a declaration was developed for 
specific types of equipment in use in maximum and high containment laboratories, this would require 
agreement not only on how to define a maximum containment laboratory and a high containment 
laboratory, but also the type of any equipment (e.g., fermenters) its size (e.g., above a certain threshold 
or range), and its material composition, to name a few. 

How relevant any specific VEREX measure is depends on how any broad measure is developed into a 
specific measure that can provide timely, accurate and relevant information to States Parties. As such, 
VEREX remains a valid and useful starting point for additional work. 
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Chapter 6

Emerging Technologies for  
Compliance Monitoring

Introduction

The lack of a comparable, formal review of the technical options available for verification and compliance 
monitoring may mean that States Parties are approaching Working Group discussions with differing 
levels of understanding of the technologies and techniques that can be harnessed for compliance mon­
itoring and verification. Certainly, in the three decades since VEREX issued its final report, science and 
technology, particularly in the life sciences, has progressed exponentially. As many have noted, this changes 
the possibilities and constraints for compliance monitoring, as well as possibly leading to significantly dif­
ferent assumptions underlying recommended compliance monitoring approaches from those voiced 
in the past (Walker, 2020; Revill, n.d.; Biosecure and IAP, 2016; Appleton et al., 2022; Revill et al., 2022). 

Some reports have been issued by the UN Institute for Disarmament Research (UNIDIR), independent 
meetings of technical experts and non-governmental research organizations, in an attempt to fill this 
gap (or at least to prompt a more formal process for the review of the relevant science and technology 
within a formal BWC process). However, such a review, which could be incorporated into a broader S&T 
review mechanism, will entail an outlay of resources. Unfortunately, based on a statement issued at the 
conclusion of the fifth session of the Working Group and the stubborn position of a few State Parties of 
the need for a Special Conference, this is likely to be diplomatically difficult (On a Special Conference and 
the ICA and S&T mechanisms, 2024).

Thus, this chapter aims to contribute to a shared understanding by the diplomats discussing possible 
compliance monitoring approaches during the Working Group. It first summarizes the literature already 
present thus far on the most relevant technologies which have emerged since VEREX and discusses how 
they could contribute to compliance monitoring. It then addresses how suited such technologies and 
techniques would be for capturing the observables identified in chapter X, before concluding with a dis­
cussion of the full spectrum of compliance monitoring and which technologies are likely to become rele­
vant at which points along that spectrum, from trust-building exercises to formal challenge inspections.

Technological Development Since VEREX

This section summarizes the most relevant technologies that have emerged since VEREX concluded in 
the early 1990’s, as well as techniques (e.g., open-source intelligence, microbial forensics) which have 
developed when enabled by these novel technologies. It also discusses the maturity and reliability of 
these technologies or techniques, issues surrounding their certification and assurance for use in formal 
treaty contexts, and legal and political considerations including the sensitivity and classification of infor­
mation generated and the intrusiveness of methods.

Digitalization of Data
While much of the recent literature on scientific and technological developments relevant to compli­
ance monitoring under the BWC focuses on those which are still considered emerging in the present 
day, a few have noted that most of the online databases we take for granted today were not available 
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when VEREX discussions concluded. This includes databases of publications such as Google Scholar, 

PubMed, Web of Science; and of trade data, including publicly available (e.g., UN ComTrade) and  

subscription-based databases of third-party commercially supplied data (e.g. Export Genius and Sayari) 

(Revill, n.d.).

While the final VEREX report indicates the need for a computer for surveillance of publications, legisla­

tion, and data on transfers, transfer requests and production, it does not predict the ease of access to 

digital databases that would be possible only a decade later. The closest it comes is suggesting that “the 

possibility of establishing [a computerized] international data base should be considered” (Ad Hoc Group 

of Governmental Experts to Identify and Examine Potential Verification Measures from a Scientific and 

Technical Standpoint, 1993). 

The migration of most datasets online has been a step-change in widespread access to information. This 

has given rise to approaches such as OSINT, as well as enabled technologies requiring the transmission of 

massive sets of information, such as satellite-based sensing, epidemiological models, and bioinformatics 

(all discussed in more detail below). Digital data is now the default, and any compliance monitoring 

under the BWC designed today would include it automatically.

Satellites and Satellite-Based Sensors
The Open Skies Treaty, which was signed in 1992, lends a good picture of the level of technological 

development considered suitable for multilateral monitoring at the time, with resolution limits carefully 

selected so as to not reveal information which would pose a national security risk, yet still enabling parties 

to observe each other’s movements of conventional forces. Aircraft conducting observation flights under 

the treaty could use optical and video cameras with a ground resolution of 30 centimeters, infra-red 

line-scanning devices with a ground resolution of no better than 50 centimeters, and synthetic aperture 

radar (SAR) with a ground resolution of no better than 3 meters (‘TREATY ON OPEN SKIES’, 2002).1

Some electro-optical imagery was commercially available at the time,2 but it had a ground sampling 

distance (GSD)3 of 5–10 meters. Today, commercial satellite imagery providers can supply imagery with 

a GSD of 30 centimeters (Hanham, 2020). And while the highest resolution images remain expensive for 

daily captures, 3-meter resolution images are available daily and enable monitoring that can ‘cue’ observ­

ers to collect higher resolution images if they detect changes to activity levels or structures (Planet Labs, 

n.d.). In October 2024, the Washington Post published a piece noting construction and expansion at a 

site that was associated with the past Soviet biological weapons program (Axe, 2024). Use of commer­

cial satellite imagery such as this by independent observers in civil society could feed into consultations 

under Article V.

Most other types of satellite-based imagery were unavailable to the public, including infra-red/thermal, 

SAR, multi/hyperspectral, and radio frequency. In some cases, this was due to regulation prohibiting 

open access, as in the case of Landsat thermal imagery. In 2008, Landsat imagery was made publicly 

available (‘Landsat Data Access | U.S. Geological Survey’, n.d.). In addition to electro-optical, the US gov­

ernment-owned satellite constellation continues to provide thermal imagery with a resolution up to 100 

meters (NASA, n.d.). However, much higher resolution commercial thermal imagery has recently become 

available through the UK-based private company SatVu, with resolution as high as 3.5 meters (SatVu, 

1	 Note that these resolution limits are for sensors on aircraft. The Open Skies Treaty does not deal with satellite observa­
tion. Overflights at a lower altitude could capture the same resolution as higher-resolution sensors on aircraft flying at 
higher altitude.

2	 Such as the Spot 1 satellite, launched in 1986 and providing a ground resolution of 10m.

3	 While not exactly the same, it can be thought of as the resolution (i.e., a GSD of 30cm means that each pixel on the imagery 
captures an area on the ground which is 30cm wide).
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2023). In a reversal of the status quo in the late 2000’s when Landsat archives became available, a com­
mercial provider of thermal imagery is now providing US government agencies with access to its archives 
(SatVu, 2025).

Nonetheless, commercially available thermal imagery has yet to achieve the resolution which could 
unambiguously distinguish heat signatures within a facility. In late 2023, researchers used SatVu’s high-
resolution thermal satellite to observe two nuclear reactors at Yongbyon, North Korea, in an attempt to 
distinguish whether they were operating. While the images were able to distinguish changes in the heat 
signatures at the buildings housing the reactors, the strength of the heat signature did not match expecta­
tions and was theorized to be significantly affected by building construction materials (Park and Puccioni, 
2024). Monitoring the thermal signatures of biological facilities will require more sensitivity than for nuclear 
reactors, and resolution will be an issue for determining exactly what areas are generating energy. At 
this stage, unless collected at a higher resolution (possibly entailing a sensor mounted on aircraft, rather 
than satellite), it is unlikely that thermal imagery will serve as more than contextual evidence for compliance 
monitoring, despite suggestions that thermal imagery could provide a heat signature that is compared 
with expectations of the number of staff believed to be on-site, types of processes, and levels of activity at 
a site (Appleton et al., 2022). Levels of site activity can be more easily detected on electro-optical imagery.

The first commercial SAR satellite was launched in 1995, providing resolutions ranging from 8 to 100 
meters (NASA, n.d.; Liu, 2022). While more satellites with SAR capability were launched in the intervening 
two decades, the European Space Agency’s launch of Sentinel-1 in 2014 marked a step-change in the acces­
sibility of SAR. The data collected by Sentinel-1 was made freely available, which led to rapid development 
of satellites with higher resolution.4 In 2018, two private companies (ICEYE and Capella Space) launched 
their own satellites (Liu, 2022). Both have continued launching satellites and growing their constellations 
and have achieved SAR resolutions up to 25 centimeters and 50 centimeters, respectively (Stringham et 
al., 2024; ICEYE, 2025). 

Hyperspectral imagery has been described as performing spectroscopy of the Earth’s surface (Hanham, 
2020). It captures hundreds of wavelength bands invisible to the human eye, including in the visible, 
ultraviolet, near-infrared, and short-wave infrared spectrums. This generates data which lends itself well 
to processing with deep machine learning for determining features that classify and distinguish targets 
according to minute variations in their reflectance wavelengths, and the fusion of spectral and spatial 
data (Ferreira et al., 2024). 

Unlike other remote sensors, which could provide useful information about facilities or activities of inter­
est, or support on-site investigation planning, hyperspectral imagery can be directly used as a biological 
assay and is being developed as such. Rapid detection methods most commonly fall under immunologi­
cal, nucleic acid, or biosensor-based assays; however, hyperspectral imagery presents a non-destructive 
alternative to these. Since 2009, hyperspectral has been demonstrated for detection of foodborne path­
ogens; although still comparatively new technology, its low cost, potential scalability and successful use 
thus far in experimental settings promise continuing innovation (Bonah et al., 2019). Hyperspectral has also 
been used to detect a variety of plant pathogens in seeds; while work continues on validating hyperspec­
tral detection for more pathogens, it shares similar promise as a developing technology which could be taken 
advantage of in monitoring pathogen spread (Ferreira et al., 2024). While neither of these studies used 
satellite-based hyperspectral sensors, both airborne and satellite-based hyperspectral sensors exist and 
are under development for applications in monitoring crop health (Lu et al., 2020). In the near future, hyper­
spectral sensors should be able to not only monitor crop health but also provide a chemical analysis of 
materials on the ground, including material discharged as waste from facilities of concern (Hanham, 2020).

4	 Sentinel-1 provides 10m resolution SAR. Open access to this data led to startups which explored applications for SAR data, 
but also drove commercial development of higher resolution SAR satellites.
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Radio frequency (RF) sensors are at a lower level of readiness than other sensors but have recently been 

explored for their utility in detecting ‘dark ships’, vessels trying to evade detection by turning off or 

spoofing their automatic identification system (AIS). Large metal objects produce radio waves which can 

be picked up by a satellite-based RF sensor; ships emit particularly strong RF data, particularly on a large 

body of water. RF imagery can thus capture wide swaths of the ocean surface, as ships appear as very 

bright spots in the ocean. These positions can be compared to contemporaneous AIS data. If ships are not 

trying to conceal their location, their AIS position should be consistent with a dot on the RF image, and 

vice versa. If there is discrepancy, it could indicate the presence of a dark ship. These vessels are quite 

heavily associated with illegal transfers, either to port or ship-to-ship, and monitoring of AIS and RF data 

could be an approach to detecting potential transfers of material or equipment that is likely to go unre­

ported in trade data (Turgeon, 2024). This data is still quite expensive, but there are commercial providers, 

including Kleos Space, Spire Global, Unseen Labs, and HawkEye 360. Some of the potential monitoring 

applications for SAR and thermal imagery to identify the operational status of facilities may eventually 

be possible with RF data as well.

Open-Source Intelligence (OSINT)
Open-source intelligence (OSINT) has been around since the start of World War II, and possibly much 

longer. However, widespread access to the internet has both increased the amount of open-source 

material available for analysis and provided an audience for this analysis. Although the acronym was 

around in the 1990’s, it did not gain widespread traction until the 2010’s (Block, 2023).

We generate data and share it online at an unprecedented rate, which continues to rise each year. The rise 

of social media platforms has encouraged this and thus become an important source for OSINT research­

ers. Of course, the increasing quantities of data also put constraints on human ability to verify and analyze 

it. This leads to what is colloquially known as ‘information overload’ and is an environment in which mis- 

and disinformation spreads rapidly. Artificial intelligence platforms may increase our ability to interpret 

such an expansive, heterogeneous, and constantly growing data pool (Wilton Park, 2022).

Increased access to satellite imagery has entailed its inclusion in OSINT methods, and the rise of geo­

graphic information systems (GIS) have streamlined the collection of geospatially tagged data. Google 

Earth is one of the best-known examples and provides free imagery from providers such as Maxar and 

Airbus. There are many other GIS-based platforms, ranging from subscription based, globally hosted 

where users can access existing datasets and imagery (e.g. ArcGIS) to free platforms to which users can 

add their own data (e.g. QGIS5). 

Since the conclusion of VEREX, OSINT methods have been incorporated in the IHR, used to augment 

traditional verification by the OPCW Fact Finding Missions (FFMs) in Syria, and is used by the IAEA to assess 

Safeguards comprehensiveness (Revill et al., 2022). Some have suggested the utility of OSINT approaches 

for verifying the accuracy of CBM submissions, or to supplement material presented under future formal 

Article V consultations. In theory, this is something that an ISU with expanded resources and expertise 

could do (Cropper et al., 2022). However, without a mandate to use OSINT, the ISU may be loath to expose 

itself to the political backlash that can occur if it presents its own open-source analysis. Even the nature 

of the data it does collect could lead to accusations of bias towards either the accused or accusing party 

in a compliance dispute.

Nonetheless, OSINT can be a powerful tool for compliance monitoring, as it can pre-empt on-site inspec­

tions (politically difficult and resource intensive) with remote, informal monitoring to address compliance 

concerns at an earlier stage. Possible sources for monitoring inconsistencies include academic journals, 

5	 Used by IAEA country teams.
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preprint servers, conference proceedings, public health reports, hospital admissions data, pharmaceutical 

sales information, patent databases, social media posts, trade data, company formations and govern­

ment budget allocations related to biotechnology, and satellite imagery (‘Project BEACON: Using OSINT 

methods in BWC verification – BlueDot Impact’, n.d.). However, such processes can be abused to make 

bad faith accusations of non-compliance.6 

This reinforces the noted need for additional verification of OSINT findings and thresholds for escalation to 

formal investigation (Suresh, n.d.) and could take some inspiration from the IAEA’s approach, which uses 

a machine learning and natural language processing-based tool that examines open sources to identify 

activities that may be evading its formal Safeguards verification regime (Wilton Park, 2022). One former 

UNSCOM and UNMOVIC inspector noted that there is now enough information on past and on-going 

activities available on the internet to replace some of the functions of on-site inspections (Wilson and 

Smidovich, 2021).

Uncrewed Aerial Vehicles (UAVs)
By 1991, governments had already begun using UAVs for reconnaissance; they were used extensively in the 

Gulf War, which was contemporaneous with VEREX discussions (Haulman, 2003). However, UAVs were 

not commercially available until the mid-2000s, and this nascent industry did not fully emerge until the 

mid-2010s (Axon Enterprise, 2023).

UAVs present certain advantages over crewed aircraft. The financial costs of overflights and high-

resolution satellite imagery was one issue of concern to VEREX (Meier, 2006). UAVs typically entail lower 

operating costs compared to crewed flights and conventional aircraft, as they carry lighter payloads and 

can be much smaller, thus consuming less fuel. They can also mitigate risks to inspectors while improving 

area access, for example enabling sample collection in a potentially contaminated area without exposing 

inspectors directly (Buse et al., 2022).

While satellite-based sensing can be done without the consent of the observed party, aircraft, even 

uncrewed, need permission for overflight (Meier, 2006). Thus, compliance monitoring with UAVs is likely 

to take place either under agreed-upon verification measures or in a highly contested environment.7 

However, the use of UAVs can mitigate some of the difficulties presented by weather such as cloud 

cover for satellite-based sensors. Many of the sensors discussed in the satellite-based sensor section above 

can be mounted on UAVs, so long as the UAV is large enough to handle the weight. Active sensors such 

as SAR and RF are much heavier, and electro-optical is the most common for small UAVs (i.e. cameras 

mounted on hobbyist drones). UAV-based sensors can also achieve a higher resolution due to a reduced 

distance to the target of monitoring.

UAVs are useful not only for capturing imagery but can also carry sensors for detecting particulates in air. 

VEREX experts had noted that drawing conclusions of compliance based on air samples from overflights 

would be difficult (Meier, 2006). The current state of technology would likely change this judgement. UAVs 

can fly at much lower altitude, collecting air samples where concentrations would be greater. The European 

Union has funded Project TeChBioT since 2022, which aims to develop a miniaturized gas chromatography-

ion mobility spectroscopy (GC-IMS) tool which can be mounted on a vehicle and is supported by deep 

learning and artificial intelligence in its detection and identification of unique fingerprints of chemical and 

biological agents. This project is set to end in November 2025 (Home – Techbiot’, n.d.).

6	 For example, the Russian Federation presented hundreds of pages of ‘evidence’ including public patent filings and research 
publications to accuse the United States and Ukraine of non-compliance with the BWC in a long, drawn out Article V process 
that eventually invoked Article VI.

7	 Take for example the use of UAV footage by Russia and Ukraine to accuse each other of the use of riot control agents on the 
battlefield, in violation of the CWC.
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Biological Detection Methods and Microbial Forensics
Some of the most useful methods that would be used in case of on-site verification have progressed 
exponentially in the past three decades. While technologies such as biosensors and PCRs were around 
during VEREX, they were not easily used in a field environment, nor as well validated as they are today. 
Sanger sequencing was the main technology available for reading DNA. The Human Genome Project was 
just beginning, with a $3 billion investment to sequence a single human genome (the cost of sequencing a 
human genome today is well under $1,000) (Higgs, 2024; National Human Genome Research Institute, 2024). 

Unlike nucleic-acid based identification techniques, biosensors work by measuring the reaction of a 
sample with receptors; some aspect of this reaction, such as pH change or heat generation, is converted 
into an electronic signal, which can then be processed and displayed on a user interface (Bhalla et al., 
2016). Biosensors are selective, as the choice of receptors depends on the substance being detected. 
Advances in the range of agents that can be detected using biosensors and the ability to use them with 
a wider set of samples have been detailed in a 2016 report from an InterAcademy Partnership workshop. 
They note that sample preparation has become less complicated, with newer technologies making it 
unnecessary to separately desalinate and centrifuge samples in preparation, which eases the ability to 
prepare samples in the field. Integration of in-field biosensors with mobile applications which connect to 
remote databases also aids agent identification and management of data (Biosecure and IAP, 2016). All 
of these developments make biosensors easier to use in case of any on-site investigations. However, as 
they are limited by their specificity, the advantage of biosensors for compliance monitoring lies primar­
ily in on-site investigations looking to detect the presence of a known set of pathogens. Each biosensor 
would likely need to undergo validation before use in formal verification activities.

VEREX noted that spectroscopic methods could not be used to uniquely identify biological substances 
(Ad Hoc Group of Governmental Experts to Identify and Examine Potential Verification Measures from a 
Scientific and Technical Standpoint, 1993). This is no longer the case. Since then, mass spectrometry-
based methods have become increasingly relied upon for detection of microorganisms. Franco-Duarte 
et. al. (2019) give a comprehensive summary of the mass-spectrometry based and spectroscopic methods 
which are applicable for identification of bacteria and yeasts, alongside useful discussion of their reliability 
and considerations for selection of method. These include liquid chromatography-mass spectrometry 
(LC-MS), gas chromatography-mass spectrometry (GC-MS), matrix-assisted laser desorption/ionization-
Time-of-Flight (MALDI-TOF MS), Fourier transform infrared spectroscopy (FTIR), Raman spectroscopy, 
and Nuclear Magnetic Resonance (NMR) spectroscopy (Franco-Duarte et al., 2019). Specificity and sensitiv­
ity vary according to the method. Newer methods, such as MALDI-TOF MS and electron spray ionization 
(ESI MS), began to be developed in the 1980s and enabled the ionization of large biological molecules 
like proteins (previously, MS was limited to compounds which were more easily ionized, i.e. small mole­
cules more commonly found in chemical agents) (Singhal et al., 2015). This was one of the key technological 
steps that would change the conditions underpinning VEREX’s statement on the capability of spectroscopic 
methods. Spectroscopic methods are now widely used, particularly in protein analysis (ThermoFisher 
Scientific, n.d.). 

The polymerase chain reaction (PCR) technique was first described in a journal article in 1985, and the 
first real-time PCR instrument was described in 1993, towards the end of VEREX meetings (ThermoFisher 
Scientific, n.d.; Development and Evolution of PCR’, n.d.). PCR’s primary function in detection is amplifi­
cation; it replicates a target DNA sequence at an exponential rate by cleaving DNA strands, introducing 
primers at the ends of the DNA target region, then synthesizing new, complementary DNA strands using 
a heat-tolerant polymerase enzyme, before repeating the cycle by cleaving this new double strand of 
DNA. Because PCR requires a target DNA sequence in order to design a viable primer (although some 
slight mismatch between primer and template can be tolerated), it is not pathogen agnostic (Develop­
ment and Evolution of PCR’, n.d.). PCR will amplify whatever material is being looked for but will not flag 
non-target sequences. 
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Yet efforts are ongoing to improve universal detection using PCR: broad-range PCR (BRPCR) is a technol­

ogy proposed as early as the 2000s which utilizes genetic features common across classes of organisms 

to design broad-based primers (Yang and Rothman, 2004). Yet today, it still has significant limitations: its 

use is currently limited to bacteria and fungi, for which there are appropriate unique yet universal genes 

to the class of organism; it is also more expensive than sequencing and has significantly lower sensitivity 

than conventional PCR (Li and Nakamura, 2022). Despite its universality shortcomings, PCR remains a 

highly cost-effective and field deployable technology for detection. And because it is so widely used, 

both in laboratory applications and public health, there are many pathogen-specific primers available. 

The 2015 IAP workshop highlighted the two-hour turnaround time of Cepheid’s GeneXpert systems 

(Biosecure and IAP, 2016); the systems have continued to increase in speed. BioFire Defense purports to 

develop the fastest machines for real-time pathogen detection, using real-time PCR; they claim to deliver 

results in just over 15 minutes (BioFire Defense, 2025).

The cost of DNA sequencing has decreased massively, and the reads have become more accurate and 

detailed. At the time of VEREX, Sanger sequencing was the predominant sequencing technology. Now 

known as first-generation sequencing, this type was characterized by very low throughputs, which 

improved slightly with the introduction of automated capillary-based instruments in 1998. A step-change 

in sequencing capacity occurred in 2005 with the introduction of second-generation sequencing tech­

nology, which increased throughput by two orders of magnitude (Thompson and Milos, 2011). Second 

generation sequencing remains the most widely used today (Higgs, 2024). It works by fragmenting the 

DNA strand and then sequencing the segments in parallel, which can be as short as 30 nucleotides 

(Goldman and Domschke, 2014; Thompson and Milos, 2011). These fragmented sequence reads then must 

be re-assembled into a full genome read using bioinformatics approaches. Deep learning when applied 

to multi-omics data can identify complex patterns and harmonization can mitigate the challenges asso­

ciated with integration of the disparate data (Higgs, 2024). 

While the second-generation sequencing technologies are more widely used, third generation sequenc­

ing technologies which enable longer reads are a useful development for provision as legal evidence, as 

there is not as much reliance on compilation of the fragments by alignment algorithms back into a full 

genome (Appleton et al., 2022). However, third generation sequencing had previously lacked accuracy, 

with error rates as high as 10%. Nonetheless, both second and third generation sequencing have seen 

steady improvements in accuracy; third generation sequencing has begun to reach accuracy comparable 

to most second-generation methods, and some second-generation sequencing is reaching error rates 

as low as 1 in 10,000 bases (Higgs, 2024). Characterization of DNA modification (e.g. methylation) is now 

possible at a high level of detail, which can offer insights into possible alterations for microbial forensics 

work (Appleton et al., 2022). 

Third generation sequencing was developing as early as 2010 but is still an emergent technology when 

it comes to detection and identification of proteins. Single-molecule sequencing simplifies sample prep­

aration and raises consistency by eliminating amplification of DNA templates, which makes it useful for 

sequencing directly from samples (Thompson and Milos, 2011). It also has important benefits for proteomic 

sequencing, as a possible alternative to mass spectrometry (Higgs, 2024). 

DNA sequencing speed has improved, but full genome sequencing remains difficult to do in the field. 

Most rapid DNA sequencing technologies rely on second generation methods such as capillary electropho­

resis, which has a minimum analysis time of 90 minutes, and use non-portable equipment. However, in 

addition to improvements aimed at creating ‘lab-on-a-chip’ DNA probes, researchers are exploring third 

generation nanopore sequencing technology (Tytgat, 2022). Nanopore sequencing works be measuring 

the disruption of ion current as DNA strands are fed through a nanoscale pore, as each nucleotide affects 

the current slightly differently (Tytgat, 2022). 
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Metagenomics allows for direct testing of samples collected in the field without the need for isolating 
the DNA of interest, which allows for pathogen-agnostic identification (Revill et al., 2022). Analysis of 
wastewater samples collected during the Covid-19 pandemic to track outbreaks included metagenomic 
sequencing of the collected samples following filtration (Wurtz et al., 2023). There are different advan­
tages to the use of second or third generation sequencing for metagenomic sequencing; third generation 
offers advantages in speed, but with tradeoffs in accuracy that can be significant enough to miss dif­
ferentiation of genomes. Hybrid approaches, which use both second and third generation sequencing 
to cancel out these weaknesses, should be considered for any compliance-monitoring which utilizes 
sequencing technology.

Microbial forensics is a discipline which has emerged from improvements in sequencing technology 
and a recognized need for attribution of pathogen origin following the Anthrax letter attacks (Budowle 
et al., 2014; Schmedes and Budowle, 2019). This technique uses whole genome sequencing, bioinformatics, 
metagenomics, and mass spectrometry to identify signatures which differentiate strains and can indicate 
genetic engineering (Biosecure and IAP, 2016). This technique could theoretically be used to determine 
whether a pathogen is natural or has been modified (Cropper et al., 2022). An algorithm was developed 
in 2020 which could correctly identified a sequence’s lab of origin in over half of trials, yet the code, 
which is publicly available, has seemingly not been updated since (Wang et al., 2021; treangenlab, 2021). 
The deteRNNT algorithm achieved a similar level of accuracy, and made use of recurrent neural networks 
on DNA motifs, phenotype information, and helped by attribution of the nation of origin (which, admit­
tedly, is quite a lot of contextual information, more than could be expected in all possible use cases) 
(Cropper et al., 2022). 

There are many considerations which must be addressed when using microbial forensics for attribution, 
and these were outlined even as the field of microbial forensics was developing (Budowle et al., 2014). 
To date, validation and certification to meet evidentiary standards remain an issue. Part of the reason is 
because the technologies upon which the technique relies are built for biological research purposes, not 
for investigations and forensic evidence collection (Appleton et al., 2022). The creation and maintenance 
of vast reference libraries is another, as well as achieving attribution algorithms which, despite being 
trained on known sequences, are still accurate when faced with unknown pathogens (Appleton et al., 
2022). Machine learning algorithms which are trained to predict pathogenicity from genomic data tend 
to memorize the impact of mutations rather than understanding underlying biological mechanisms 
which lead to altered function (Wheeler, 2025).

Artificial Intelligence and Machine Learning
The foundations for the emergence of machine learning and artificial intelligence were set in the middle 
of the 20th century but did not reach a point of widespread development until the beginning of the 21st 
century with the advent of big data, parallel computing, and deep machine learning algorithms (Fradkov, 
2020). Widespread public use of artificial intelligence has only emerged within the last few years.

The International Organization for Standardization defines artificial intelligence (AI) as “computer sys­
tems capable of performing tasks that typically require human intelligence, such as reasoning, learning, 
perception and language understanding” and distinguishes machine learning ML as a core capability 
enabling AI which “[enables] systems to analyze data, recognize patterns and make decisions without 
explicit programming” (International Organization for Standardization, n.d.). There are other aspects to 
AI, including data harmonization, natural language processing and computer vision. Currently, a fully 
autonomous, general AI (AGI) remains a theoretical capability but has not been convincingly demon­
strated. However, the competition within the tech industry is fierce, and such an AGI could be a reality 
within the next decade.8

8	 Google announced its Gemini model could reach AGI within the next decade (Knight, 2025).
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Natural language processing (NLP) refers to a capability for AI to understand human language. This 

enables highly sophisticated translation, as well as recognition, understanding, and extraction of text-

based information (Stryker and Holdsworth, 2024). This powerful function could make analysis of open-

source information a less work-intensive task for those tasking with monitoring. For example, NLP-based 

AI can be used to monitor publications and flag potential research of concern (Liu, 2025); to review gov­

ernment procurement and funding documents; to monitor media for a spike in reports of symptoms 

associated with a potential outbreak (Carter et al., 2020);9 and to review national implementing legislation 

(Liu, 2025). Perhaps the simplest task to begin with could be using NLPs to translate CBM submissions and 

collate the data contained within to improve utilization by States Parties.

In addition to text-based analysis, AI can be trained to analyze large datasets, for example trade data, and 

downloads of databases or software use (Appleton et al., 2022). Digitalization of data at facilities and ML 

analysis could make it easier to analyze records and data collected during process control during facility 

inspections (Revill et al., 2022). Likewise, it could be primed to flag known sequences of concern or those 

which have the potential to be pathogenic; this is a feature which is already being implemented in newer 

technologies for detection. Computer vision can be used to recognize dual-use equipment in photo­

graphs and other visual media from facilities (Withorne, 2020).

In addition to initial flagging and analysis of information, AI can be leveraged for big data analysis which 

enables identification of relationships and patterns beyond the scope of human recognition. It may be 

possible to train an algorithm on a reference set of resources of concern flagged by human researchers 

(Buse et al., 2022). With regards to the methodology of this report, if AI could help refine the model of 

‘normal’ for dual-use biotechnology and identify observables for clarification, it would significantly reduce 

the workload for human monitors. Others have proposed this idea of training AI to help with prioritiza­

tion of facilities for inspection (Appleton et al., 2022).

However, training such algorithms is likely to be resource intensive, as it entails collation of extensive 

amounts of data (Appen, 2024; Withorne, 2020). Additionally, the data which is used to train algorithms 

is essential, thus could be targeted and/or called into question itself in order to discredit the algorithm 

(Kundaliya, 2025; Davies, 2024; Appleton et al., 2022).

Further, many AI algorithms (if left unconstrained) tend to be ‘black boxes’, meaning there is not neces­

sarily a clear logic behind the results they yield. Sometimes this is due to finely tuned complexities that 

cannot be worked out retroactively, yet in other cases it could be due to arbitrary conditions induced to fit 

to a dataset. As one relevant example, many of the current machine learning algorithms which have been 

trained to predict pathogenicity from genomic data “often memorize strain-specific information rather 

than understanding the underlying biological mechanisms” (Wheeler, 2025). This is an active research 

priority in computational genetics, yet it is important for users of such algorithms to understand the 

extent to which they ‘memorize’ rather than ‘understand’. To this end, existing tools for machine learning 

analysis are often designed for research, rather than investigation. They will be missing quality control 

and certification to evidentiary standards, although this could be mitigated depending on how they are 

used (Appleton et al., 2022).

Suitability for Capturing Observables

Table 1 indicates compliance monitoring approaches for selected observables identified in Chapter 3 that 

are possible following the emergence of the new technologies and techniques discussed above.

9	 See for example the Global Public Health Intelligence Network (GPHIN).
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Table 1: Monitoring approaches enabled by emerging technologies

Indicator Compliance Monitoring Approach Possible 
in 202510

Dual-use  
divergences in 
large-scale  
manufacturing

High level of containment during processing, 
inconsistent with facilities for civilian use

Trade data indicates imports of protective 
equipment; government tenders for protective 
equipment; photos posted online by site staff 
show containment measures.

Purchase of reagents (growth media,  
serums, buffers, etc.) not in line with standard 
manufacturing practices; in large quantities 
without a clear end use; through a rotation of 
multiple suppliers

Monitoring trade data, utilizing machine  
learning; inconsistencies between AIS data  
and RF imagery could indicate dark ships.

Missing or conflicting records of operations Machine learning tool flags records of opera­
tions inconsistent with operational data for 
a similar site, on which it was trained; natural 
language processing model flags repeating 
segments of text-based records.

Mothballed but still-working equipment in 
pharmaceutical facilities

On-site inspection needed; likely little change 
since VEREX.

Work with animal models and nonhuman 
primates in experimental programs, without 
corresponding publications on animal model 
studies

Shipment records of animals, electro-optical 
imagery or SAR indicating buildings dedicated 
to housing mammals, combined with satellite 
thermal imagery of a large heat signature from 
a lab equipped for mammalian testing (indicat­
ing incineration); monitoring of publications.

Overly thorough treatment of waste streams Hyperspectral imagery reveals traces of 
compounds used for decontamination; 
downstream sampling and MS analysis reveals 
compounds used for decontamination.

Use of disposable plastic jackets and piping for 
fermentation vessels

Photos or videos posted of site show single-use 
materials for equipment; equipment tenders 
list single-use materials.

General security measures not typical for civil­
ian facilities

Electro-optical imagery reveals fencing and 
access control points.

Equipment &  
Facilities

Construction of high/maximum containment 
facilities

Satellite imagery of facility construction shows 
possible BSL3 or BSL4 building design.

Unclear purpose or management of facilities Lack of publicly available information, either 
through facility/management websites, or 
publications emerging from facilities.

Defense labs funded by military budget, 
changes to budget allocation for biodefense

Monitoring of government budgets.

Built by a new private company Company registration records.

Remote locations Visible on satellite imagery.

Military sites with large-scale refrigeration Cool thermal signature at sites of interest, plus 
energy infrastructure necessary for large-scale 
refrigeration visible on satellite imagery.

Import of equipment on AG control list Monitoring trade data, utilizing machine learning.

Materials Pathogenic agents or genetic material/proteins Rapid identification with biosensors, qPCR, 
pathogen agnostic identification and/or  
confirmation with deep sequencing.

10	 As a threshold of evidence, providing the basis for further clarification of compliance.
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Indicator Compliance Monitoring Approach Possible 
in 2025

Signs of collection of dangerous strains, either 
through field research or repositories, without 
corresponding research into MCMs

Monitoring of publications and conference sub­
missions on research into MCMs; open-source 
reports of presence of foreign researchers in 
endemic or epidemic areas; records of access to 
strain repositories.

Signs of genetic engineering, potentially 
including de novo synthesis

Monitoring of publications and conference 
submissions to determine capability; signatures 
may be identifiable with microbial forensics 
(full sequence, with ML-enabled analysis and 
comparison to reference library of known natu­
ral and modified sequences to indicate shortlist 
of potential sources of modification).

Expertise &  
Human Resources

Academic research, including sudden cessation 
of publications

Monitoring of publications and conference 
participation.

Experts in bioprocess engineering, virologists, 
toxicologists, molecular biologists, epidemiolo­
gists, and/or immunologists

Monitoring of publications and publicly avail­
able data on academic institutions in-country, 
including courses and certifications.

Sufficient staffing of laboratory/process techni­
cians, with stringent clearance requirements

Submission of an application to work in a 
technician position at the facility (if posting is 
available online).

Lack of public job postings for relevant sites No publicly available job postings for relevant 
sites; not mentioned as an employer on any 
social media platforms used for professional 
networking.

Unusual outbreaks, infection and/or death of 
relevant scientists, strict culture of repressing 
biosafety accident information

Failure to report an outbreak under the IHR; 
obituaries in newspapers combined with  
records of employment on social media 
platforms used for professional networking, or 
affiliations indicated in publications/conference 
registrations.

Misuse of epidemiological dispersion models, 
biological simulation platforms, toxicology 
models, etc.

Monitoring of publications; records of access to 
open-source code for models.

Defense & Military Changes to frequency and scope of CBRN 
exercises

Creative monitoring of open-sources (e.g. 
public data from a fitness tracking application 
indicates increased activity at a military exer­
cise ground) or activity detected on satellite 
imagery; public reporting of CBRN exercises.

Changes in military vaccination and MCMs Monitoring of government tenders for vaccine 
production. 

Public Sentiment & 
Internal Shifts

Buzz on social media and in news media about 
specific facilities or activities

Monitoring social media and news, augmented 
by text mining algorithms.

Shifts in public opinion on biological and 
chemical weapons

Informatics based on open-source sentiment 
tracking (from data collected through text  
mining of social media).

Clearly, there have been significant advancements in science and technology since VEREX issued its final 
report. This chapter is not the first to review these changes and address them within the context of 
monitoring compliance with the BWC. While these informal contributions can serve as a basis for further 
discussion within the BWC, particularly during the WG and in any follow-on initiatives, they are not pro­
duced with a common methodology, nor at consistent intervals. They address slightly different consid­
erations, depending on the perspectives of their authors, which may differ from those that would be 
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prioritized by another ad hoc group of technical experts. There are discussions in the WG on reaching a 

fundamental, shared basis for understanding compliance and verification. This is a reversal of the process 

adopted in the 1990s, when the BWC first attempted to tackle the issue of verification, yet it is unclear yet 

to what extent some of the technical practicalities could help to coalesce understanding of the intrusive­

ness and level of assurance provided by any compliance and verification approaches through the WG.

Keeping Track of Emerging Technology

This raises another fundamental issue, in addition to the chicken-and-egg version of setting political and 

technical parameters on verification. If granted more capacity to undertake compliance monitoring, how 

should the BWC keep track of relevant technology? How does it prevent another three decades from 

passing before it renews a technical review process?

One option is to build a body (such as the S&T board already being discussed under another WG strand) 

that is tasked with monitoring verification-relevant technologies in addition to providing input on emerg­

ing risks, or opportunities for international cooperation under Article X. Benefits of this setup include 

the ability to reconstitute a board to respond to developments in the field and make full use of cutting-

edge expertise. On the other hand, the proposal to move forward on establishing such a mechanism was 

blocked at the previous WG; this potential mechanism may continue to be dogged by political resistance 

by a few States Parties in the near future. Even once that issue is bypassed, implementation is still likely 

to encounter issues with adequate resource allocation, based on the current state of funding for IGOs.

A more pared-back approach could be granting the ISU a more flexible mandate which allows it to experi­

ment with applying some of the less resource-intensive emerging compliance monitoring approaches. 

For example, it could trial some of the proposals of using OSINT methods and natural language processing 

algorithms to prepare CBMs for States which have not submitted any yet and then submit them to the 

States for review. Or, it could entail the ISU soliciting input from civil society, such as commissioning a 

fully peer-reviewed report or hosting an expert workshop on compliance monitoring technologies. This 

product could carry more weight than independent outputs from civil society, given the involvement of 

the ISU, and mimics a culture at the IAEA which has fostered quite useful innovations in nuclear safeguards. 

Yet this option requires a bold and creative approach, while also making the ISU vulnerable to accusa­

tions of bias or a lack of rigor. Further, it would require at least a modest increase in the ISU’s resourcing 

(one additional staff member), with more needed if any validation of equipment and techniques were 

undertaken. This capacity issue has plagued preparations for the UN Secretary-General’s Mechanism 

(UNSGM) as well, the solution for which has been a heavy reliance on assistance from States, which can 

lead to inconsistent approaches and duplication of efforts.

The third option is to continue with an infrequent, formal convening of technical experts to review devel­

opments and make recommendations. VEREX did make some predictions of what could be available in 

the years following its report, but these guesses appear to have been somewhat conservative. A useful 

contribution in considering this approach would be to analyze what percentage of VEREX’s predictions 

were realized, and how quickly they occurred after the report’s publication. This may lend a better sense 

of how often these periodic meetings should take place.

It is quite easy to overemphasize the largest leaps in capability from a purely technical standpoint, but this 

consideration should also be balanced against utility across the full range of compliance monitoring. 

Approaches that prove useful for routine trust-building are likely to be used far more extensively than 

methods that have utility limited to on-site sampling. Perhaps efforts to implement and prepare emerging 

technologies should be somewhat proportionate to how often they are expected to be used. Of course, 

there is a deterrent function to verification; our ability to accurately attribute the origin of modification 
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to genetic material may reach a point wherein would-be perpetrators lose faith altogether in their abil­
ity to avoid indictment (or at least are wary enough of being identified in the future, on the basis of 
archived samples). 

At this point, it may be more difficult to agree upon a set of technologies and techniques for compliance 
monitoring, given the explosion of available capabilities and the still-rapidly evolving pace of progress 
in the biological sciences. Any formal suite of tools would need to be validated, perhaps incrementally, and 
with the understanding that by the time a thorough validation process is complete, a given technology 
may be outdated.

Finally, while this chapter has compared the emerging technologies and techniques against their ability 
to address observables outlined in earlier chapters, there are other useful case studies. One would be to 
consider how modern approaches could have been applied by UNSCOM and UNMOVIC. Some have 
touched briefly on this (VERTIC and UNIDIR, 2003; Meier, 2006; Wilson and Smidovich, 2021), but there is 
much more detail that could be gleaned from analyzing methods disclosed in their reports and inter­
viewing former inspectors to identify information gaps that could be filled today. Another would be to 
apply some of the identified methods to evaluating the evidence presented during the Article V consul­
tations over biological laboratories in Ukraine. This is inspired by an individual technical assessment 
conducted by the late Raymond Zilinskas, of Cuban claims in the only previous public Article V consulta­
tion process. Following his assessment, he noted the lack of input of this sort from States Parties, the need 
for some standing technical capacity to evaluate the information provided during consultation and clari­
fication, and the missed opportunity for provision of samples to parties to conduct independent analyses 
(Chevrier, 2020). The application of these techniques to addressing a compliance concern earlier on in 
the spectrum than a formal, on-site investigation is likely to confirm Zilinskas’ insights, but could lead to 
useful considerations of the threshold of reliability of the evidence produced by various combinations of 
the compliance monitoring approaches discussed above, particularly when compliance will ultimately 
be a judgement reached by political consensus.
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Chapter 7

Conclusions and Recommendations

This report’s objective is to highlight the observable elements and capabilities that a compliance mon­

itoring regime could focus on, in order to develop a framework to evaluate the efficacy of different 

proposed monitoring approaches.

While CBMs were adopted by consensus as an interim step to increase transparency and confidence, they 

were never intended for verification or compliance assessment. However, they do provide an example of 

a specified scope for monitoring that can be evaluated for its ability to build a country-specific baseline 

of normal capabilities – contingent, of course, on the data being complete, accurate and regular. Across 

the scenarios, 25–50% of the identified observables were captured or partially captured by the CBMs. 

Observables most likely to be missed include dual-use divergences in manufacturing, certain materials, 

and specific defense-related indicators – highlighting areas States Parties could consider for updated CBM 

forms or supplementary efforts. CBMs have more verification utility than often recognized; however, this 

utility relies on trust in complete and correct submissions. 

VEREX identified a broad set of verification measures that remain relevant today. The experience of the 

Ad Hoc Group underlined how getting the details right can be difficult. VEREX categories remain broad: 

while, for example, declarations were assessed as a measure, specific declarations and the requirements 

of any specific declaration, were not within the mandate of VEREX. Thirty years on, the VEREX categories 

are broad enough to capture wide ranges of interpretations on their implementation. Emerging tech­

nologies fit within VEREX’s original categories but expand capability. 

Scientific advances both increase pathways for biological weapons development and enhance monitor­

ing capabilities, including by shifting what may once have been on-site monitoring measures to off-site 

and increasing analytical capacity.

Reflections on scope

This report presented a set of scenarios which were used to develop a list of observables of non- 

compliance with the BWC. Necessarily, the use of scenarios entailed some restriction on the scope of 

possible threats and proliferation pathways. Further work may look at different scenarios, using the same 

methodology, to possibly identify other observables. Other scenarios may include different approaches to 

developing biological weapons, as well as different choices of targets, agents, and weaponization routes. 

While this project focused on state actors due to the focus on the BWC as an international agreement, 

future work may also include scenarios where non-state actors seek to acquire biological weapons. 

While the project team noted that many of the observables are, individually, related to dual-use capa­

bilities that have civilian applications, it should also be noted that the scenarios considered in this report 

all featured production of biological weapons. A different application of this project’s methodology, 

expanding and adding detail to the analysis of the possible impact and applicability of different moni­

toring measures, could also be used to consider how more ambiguous scenarios could be clarified and 

distinguished from proliferation. For example, it could consider activities for biodefense purposes which 
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fall into a grey zone of compliance as assessed by other states, disinformation or lawfare-based antagonism 
towards the convention itself, and failure to implement positive obligations such as national implementa­
tion or international cooperation and assistance. Some possible approaches to addressing these compliance 
concerns were addressed in the Emerging Technologies chapter, yet more work could show how different 
approaches can be used to clarify these kinds of ambiguities.

Compliance monitoring should also capture behavioral indicators of responsible engagement, transpar­
ency, and norm adherence,1 complementing technical observables. These behavioral markers strengthen 
confidence and reinforce the normative fabric of the BWC.

Finally, the authors wish to note that there are other ways of being in non-compliance with the conven­
tion, including by failing to comply with obligations set out under Articles II-IV. These have historically 
been overlooked, with the focus of verification discussions being on Article I; this report has also reinforced 
this focus, but it is worth emphasizing that consideration of compliance should not end here.

The spectrum of compliance monitoring

It is useful to view compliance monitoring as a spectrum of different options, ranging from transparency 
and voluntary measures to more intensive processes, such as on-site investigations and challenge inspec­
tions. Generalizing, one can say that moving along this spectrum of effectiveness – in terms of greater 
capacity to detect possible non-compliance and overall level of confidence – comes at the cost of political 
and practical intrusiveness, disruption, and resource requirements. This is overall a reasonable argument, 
and one well known in the BWC community; however, it is worth expanding it a bit and noting a few 
caveats about it. 

The first caveat to note is that while the measures at the ‘lightest’ end of the verification spectrum are 
mostly voluntary, and many at the highest end of the spectrum tend to be formal, legally binding pro­
cesses, this should not be read to mean that all legally binding processes are necessarily highly intrusive 
and disruptive. Some processes, like treaty-mandated national declarations, would still be relatively 
unintrusive; conversely, states could engage in voluntary transparency measures that are quite intrusive, 
such as inviting others for voluntary site visits and peer review. 

The second caveat is that the level of effectiveness and the level of intrusiveness of verification measures 
are not always directly proportional. There are measures and approaches, for example some of the ones 
described in Chapter 6, that can provide significant information and a solid level of confidence in find­
ings without the need for on-site activity; this is the case for example of remote monitoring options 
empowered by recent technologies, whether they be satellite imagery analysis, or AI-powered monitor­
ing of research and publications. In some cases, relatively un-intrusive measures could be able to monitor 
only certain observables but prove very effective at covering those – reinforcing the overall finding of 
VEREX that the key to a BWC verification regime is likely to be the judicious layering and combination of 
different approaches. One important aspect of this, going forward, might include the ability to adjust 
the combination of approaches in response to the situation, for example activating more intrusive and 
in-depth measures when relevant anomalies or ambiguities are identified. 

This last point raises a final caveat, which is that the concept of “intrusiveness” itself may need to be 
revisited. Traditionally, measures are understood as intrusive when they entail on-site activity, with 
states objecting to the disruption of operations at facilities caused by inspections, as well as the risk to 
either national security information, or commercially sensitive data. However, it is worth noting that there 
may well be options for on-site measures designed to greatly reduce intrusiveness and disruption; and 

1	 See Kelle and Dando, 2025. 
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at the same time, that some remote monitoring measures – usually seen as fairly unintrusive – have grown 
capable enough that the sheer ability to collect information may raise objections. Finally, a related but 
separate point is that of cost: while in-person, on-site activities are routinely understood to be very expen­
sive, and that largely remains the case, the resource requirements of remote activities need to be also taken 
into account. For example, analysis of data and satellite imagery in large quantities requires a large staff 
of trained analysts; and training AI models, itself, requires significant amounts of data, energy, and work. 

Overall, while a general spectrum of intrusiveness and effectiveness is useful, individual measures can 
and should be evaluated on their own terms; and very often, on the merits of the specific implementation 
proposed (this is a key reason why it is difficult to provide high-level evaluations for the measures identi­
fied in VEREX, as discussed in Chapter 5). Ultimately, what combination of monitoring measures is deemed 
sufficient depends on the level of confidence required by the States Parties. This, in turn, is likely to depend 
on the specific context, and points to another spectrum that needs to be discussed, that of trust and 
concern. While ‘trust’ has multiple possible definitions in arms control and international affairs, it is useful 
to see the spectrum as whether States Parties are approaching each other with the assumption of compli­
ance or the suspicion of non-compliance. Figure 2, below, shows the two spectrums – that of intrusiveness 
and that of trust and concern, side by side; taken together, one can observe how they can proceed in 
parallel. The most immediate conclusion is that as concerns rise, and the political context moves to one of 
suspicion of non-compliance, so the verification spectrum moves to more intrusive and in-depth measures. 

Plans for monitoring under the BWC should consider what measures would be appropriate at all levels of 
trust, including situations of high confidence and low suspicions, and how processes may escalate when 
and if significant concerns come to light. This is not, it should be noted, a call to introduce a highly formal­
ized system that is active at all times: indeed, States Parties may decide that CBMs (perhaps expanded) and 
other voluntary measures are adequate for ‘business as usual’, and more formal processes – and intrusive 
measures – should only be reserved for moments where specific suspicions have arisen.

Advancing the debate on BWC Verification

States Parties should seek to come to a common understanding of what level of confidence in detection 
of non-compliance is required in different conditions. Political feasibility will drive the pace and scope 
for implementation of compliance monitoring, but incremental, cooperative measures can enhance 
transparency, build trust, and prepare the ground for more formal verification mechanisms. This could 
be done by building from politically feasible steps (e.g. enhanced CBMs or legally binding declarations, 
voluntary site visits) to more intrusive measures. Verification exercises will play a key role in determining 
realistic approaches, and proliferation scenarios can continue to refine monitoring priorities.

Figure 2: Overlapping spectrums of trust and the appropriate level of intrusiveness.
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Consultation and clarification processes, if used more often and in a less confrontational manner under 
Article V, could shift farther away from suspicion of non-compliance on the level of trust spectrum. Public 
consultations under Article V have only taken place twice in the history of the BWC (Chalmers and Wingo, 
2024). Thus, current perceptions of Article V are of a fundamentally escalatory procedure given the history 
of its use and the pathway to escalation to the UNSC through Article VI. The public nature of the process 
has also led to silence and lack of engagement from a large portion of States Parties who may find their 
diplomatic priorities conflicting with determination of compliance (Littlewood & Lentzos, 2022). However, 
Article V does not specify the use of multilateral consultative meetings, which were introduced by the 
Second Review Conference in 1986 (Revill, 2022). Consultation and clarification are most effective for actu­
ally resolving compliance concerns when conducted privately.

The more a compliance monitoring mechanism leans towards an all-or-nothing approach (lacking routine 
activities and only coming into effect in case of suspicious observables), the more likely it is that consul­
tations would be the only hinge point for assessment of compliance. Routine activities or information 
exchanges give States Parties something to discuss that is less contentious. The Second Review Conference 
also provided scope for the “assistance of technical experts” to further clarify “any matter considered 
ambiguous or unresolved” (Final Document of the Second Review Conference of the Parties to the BWC, 1986). 
States can rely on existing mandates to practice their ability to independently assess technical evidence 
presented during lower-level monitoring for trust building and to de-politicize and normalize consulta­
tions undertaken to resolve ambiguities over less contentious situations. 

The underlying issue of enforcement further complicates compliance issues. Not only is the determination 
of compliance ultimately a political decision, but given that States Parties are sovereign, enforcement is an 
issue of collective action. For this issue, we can draw on the policy wisdom that “collective action prob­
lems require collective responses”, which can be summed up as the following: voluntary coordination, 
social norms and moralization, technological solutions, and laws and rules (Haidt, 2024). In the BWC 
context, voluntary coordination could look like Member States independently forming like-minded 
groups to monitor compliance, either by providing support to the BWC itself, or by information-sharing 
and national technical means. The widespread norm against biological weapons continues to be strong; 
States Parties and civil society need to continuously reaffirm and strengthen it, with the ultimate goal of 
discouraging biological weapons programs due to the loss of international status that would be a conse­
quence of detection. While BWC verification is not subject to technological determinism, the availability 
of technologies for verification is certainly an important factor; for example, microbial forensics might 
reach a point where identification of modification and origin becomes so reliable and accurate that it 
disincentivizes the modification of pathogens to create a biological weapon. Finally, the laws and rules 
element is where legally binding measures come in. For the BWC, and international law more broadly, 
having a legally binding mechanism does not solve the issue of enforcement, but it does provide a 
stronger basis for internationally coordinated consequences.

Moving forward from VEREX
VEREX remains a relevant starting point, and its categories still frame most modern verification options. 
Integrating emerging technologies into its established frameworks offers a useful pathway forward. The 
proposed S&T mechanism could be granted a mandate to assess verification-relevant technology, or a 
new ad-hoc group could be convened specifically for this purpose. States Parties could also consider 
something quite radical: commissioning research to update the original VEREX report and integrate it with 
more recent scientific and technological developments. It is likely this could be completed on a shorter 
time frame and at less cost than if States Parties repeated the work themselves.

Along the spectrum of intrusiveness, emerging technologies differ in relevance. Many of the broader 
conclusions drawn by VEREX as to the focus of off-site and on-site monitoring still hold, although the 
possibilities of the amount of information collected and through what means have changed. For off-site 
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activities, which focus on information monitoring, novel approaches such as OSINT can help to democ­
ratize the process and can provide a large amount of context with a low level of intrusiveness (unless, as 
noted above, their effectiveness becomes such that states start framing them as intrusive methods). 
While technologies and techniques such as sequencing and microbial forensics might enable attribution 
to a standard which holds up in court, something which was completely infeasible in the mid-1990s, they 
still rely on access to physical material itself. Some of this could potentially be obtained from perimeter 
monitoring, but in the near future could only provide circumstantial evidence, at least until microbial 
forensics attain a level of validation and assurance of correct attribution that is far above what has been 
achieved thus far.

It may be valuable to reframe discussions away from a binary verification / no verification debate and 
shift to what types of information are required to assure other States Parties of compliance with the BWC: 
that information will differ depending on the scope and scale of biological activities within a state, its 
national implementation measures and the relationship between States Parties. This approach may, and 
likely will, lead to different requirements for different states, as those with greater capabilities may need 
to provide more information to demonstrate that their activities are peaceful. This has the potential to 
prove controversial, as states are likely to insist on being treated equally under the convention. However, 
there is precedent to demonstrate how the matter could be approached fairly and equitably. For example, 
the IAEA Safeguards regime – a highly formal verification system with multiple legal requirements and 
intrusive on-site inspection activities – includes a Small Quantities Protocol, an additional instrument 
available to countries with very little or no nuclear material, which suspends several of the more onerous 
obligations for these states, on the basis that the risk they pose is very low. The Small Quantities Protocol, 
it should be noted, contains clauses that would automatically rescind it should a state exceed a certain 
threshold of nuclear activities, bringing the full suite of Safeguards obligations back in force. 

Monitoring by States, and beyond
At some point, civil society will begin to use the tools available to them to monitor dual-use activities by 
BWC States Parties. Examples of this are evident already and have emerged from the surge in open-source 
intelligence practitioners and audiences. These include a Washington Post article which highlighted 
construction and expansion at a facility associated with the former Soviet bioweapons program and an 
analysis of the capacity shown by the DPRK during a televised tour of a laboratory used for biopesticide 
research (Axe, 2024; Hanham, 2015). Many of these pieces draw on expertise developed by civil society 
monitoring of nuclear weapons programs; the nuclear open-source community is much better estab­
lished, but it also has to deal with less ambiguity. For example, when a State conducts and operates a 
plutonium-producing reactor without Safeguards arrangements in place, it is fairly hard to misinterpret 
this activity. A notable lesson that can be learned from efforts in the nuclear field is that organizational 
and behavioral indicators – patterns in training, personnel networks, or institutional behavior – need to 
be considered alongside technical factor in a compliance assessments; both institutions and civil society 
have been effective in analyzing these, often through open source methods. 

States Parties and independent experts tend to have slightly different ideas of the proper role for civil society, 
with the former seeing an opening for civil society to provide education and outreach support, and the 
latter seeing a more direct role in monitoring (Shearer et al., 2022). There are many instances in which an 
attentive civil society may pick up on certain observables or patterns yet be limited by its ability to engage 
with the observed state to assess its intent. There is still value in the publicization of concerns by civil society, 
but it is possible in some cases that States Parties may have already addressed concerns privately amongst 
themselves; in such cases, adding public pressure can complicate already delicate diplomatic processes. 

However, it is advisable to incorporate civil society into compliance monitoring, especially given the BWC’s 
resource constraints. For example, Raymond Zilinskas performed a post facto assessment of Cuban claims 
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during the 1997 public Article V consultations which could have greatly contributed to the consultation 

process; as the consultations lacked independent assessment, very few States provided their technical 

interpretations of the evidence, and most national statements provided support for the US or Cuban side 

on a seemingly purely political basis. A decade earlier, consultations had taken place between the US and 

the Soviet Union over the outbreak of anthrax at Sverdlovsk, but these were private and bilateral (Revill, 

2022). It was not until years later that a group of scientists published their independent conclusion that 

the outbreak had been caused by the accidental release of aerosolized anthrax (Meselson et. al., 1994). 

The more recent round of consultations between the US, Ukraine and Russia could also have benefitted 

from independent, technical review as an official input to the process.

Recommendations

For this methodology
This report covered a number of areas of interest for the BWC and outlined a methodology that can be 

expanded on in the future. Next steps could include:

	 Exploring additional scenarios: The report explored 4 scenarios (2 of which had significant com­

monalities), based on interests and risks recently highlighted in expert debates. Future work could 

expand the scope by developing additional scenarios, covering from specific technological pathways, 

different availability of expertise and resources, and even pursuit of biological weapons by non-state 

actors. All these could highlight other sets of observables. 

	 Expanding analysis of organizational observables: as noted above, patterns of training, funding, 

research networks and organizational indications being equally revealing as physical observables 

for the analysis of different scenarios. Future studies could expand this section of the observables, 

perhaps by studying and drawing lessons from known biological weapons programs of the past, both 

state- and non-state-driven. 

	 Considering other verification measures: The report started with some of the pillars of the debate 

of BWC verification, namely CBMs and VEREX, and added a number of emerging and novel tech­

nologies of relevance. Future work could expand to include other verification measures, such as 

additional technologies, or inspection techniques used in different regimes (learning from the nuclear 

and chemical non-proliferation regimes, for example, or from the work done under the United Nations 

Secretary-General Mechanism). Future work could also examine the applicability of verification meas­

ures in greater depth, for example by breaking down broad categories (such as the VEREX catego­

ries) in specific proposed applications and evaluating them. In some cases, this analysis would require 

a level of detail such that TTXs, expert input techniques, or even field tests, may be needed for each 

proposed measure. 

	 Testing entire verification systems: This report discussed verification measures individually, and 

noted the importance of layering different measures, but deliberately did not provide the blue­

print for one complete, integrated BWC compliance monitoring regime. In the future, experts could 

assemble a regime out of multiple proposed measures, and “test” it by looking at how those meas­

ures, together, would cover a scenario’s observables. Again, this type of analysis would probably 

require a TTX or similar activity, with participants who have field experience of verification. 

For BWC States Parties
This report deliberately chose not to propose a single verification regime as the right choice for the BWC 

– instead, it sought to highlight how States Parties could continue discussions on BWC compliance mon­

itoring in a way that is detailed, practical, and technically informed. The following are some recommen­

dations for ways the BWC States Parties could do so: 
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	 Supporting the CBM process: States should support the CBM process by submitting their CBMs 
regularly and with as much detail as they can. They could also trial, on a voluntary basis, processes 
where they present their submissions and possibly answer questions by other States Parties. Finally, 
while an expansion or review of the CBMs themselves may seem difficult in the current environment, 
states should consider expanding them, especially to plug existing gaps and improve coverage of 
modern technologies and research techniques. 

	 Practicing and normalizing consultation and clarification: Consultation and clarification are key 
to resolving anomalies and ambiguities under any verification regime, BWC included. As noted above, 
there have been cases of both bilateral, confidential consultations, and public processes under 
Article V. At present, states may see Article V as a hostile and escalatory process, given its historical 
use in public proceedings. BWC States Parties should consider engaging proactively and publicly in 
consultation and clarification, normalizing it in the BWC context and turning them from crisis mech­
anisms into routine confidence-building tools. This could happen through Article V, by voluntarily 
conducting public consultations, or disclosing that private consultations have taken place (even 
without needing to disclose their contents and outcomes). Voluntary discussions of CBM submissions 
could also be an interesting way to develop this kind of debate in the BWC context. 

	 Seeking greater understanding of confidence and uncertainties in verification: As noted mul­
tiple times during this report, the key question guiding the design of a verification regime is what 
level of confidence is required, and about which activities. BWC States Parties should consider and 
address this question, both domestically and in international fora. It is likely that states will approach 
the matter with different expectations and risk perception and bridging that gap is crucial in order 
to make progress towards BWC verification. These debates should also recognize that monitoring may 
have a role in different circumstances: for example, delineating where routine compliance monitor­
ing should cross over into resolution of compliance concerns or formal verification activities, and what 
measures would be appropriate for the different stages. 

	 Discussing the practical aspects of different verification measures: States should engage in 
full with the possible uses, advantages, and challenges posed by different proposed monitoring 
measures. This will require a willingness to share information, especially from those states that have 
highly advanced expertise, and to hold technical debates in an appropriate forum. Proposed fora 
such as a S&T Review Mechanism or an Open-Ended Working Group on verification would offer an 
ideal venue for such discussion; but in their absence, states could take the initiative and foster dia­
logue on specific topics. This could happen via consultations, side events, or workshops convened 
intersessionally; it would be particularly interesting to identify a specific set of tools and convene 
appropriate experts to review and demonstrate their possible use. This could be effective especially 
for remote monitoring tools, or for new technologies such as AI. 

	 Practicing verification in the field via exercises: the Rolling Text by the Chairperson of the Working 
Group on the Strengthening of the Convention “encourages States Parties, on a voluntary basis, to 
organize and/or take part in the trial/practice application of compliance and verification measures in 
close cooperation with the relevant industries” (BWC/WG/6/CRP.1). Stress-testing verification meas­
ures before they become legally binding is absolutely essential. It helps to ensure their effectiveness 
and to prime States Parties and industries that would be affected for verification measures before 
they commit to them. This is a slower, yet pragmatic, approach. Additionally, the experience devel­
oped by an older generation of experts who took part in such exercises in the 1990s, the last time 
verification was seriously considered for the BWC, is not always easily transmitted to incoming gen­
erations of experts without the hands-on experience of seeing what does and does not work for 
verification in practice.

Ultimately, the effectiveness of any verification regime will rest on political cooperation and sustained 
normative commitment; technology and legal frameworks can enable it, but they cannot replace it. 
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Annex I

Scenario planning and development

In order for the scenarios to support the analytical work intended for this project, they needed to be both 

comprehensive, in providing enough detail to develop an acquisition path, and consistent, in ensuring 

that different scenarios all respond to the same fundamental questions about the scope and scale of a 

biological weapons programme. To ensure this, the team created a framework to develop scenarios. 

The same framework could be used to develop other scenarios in the future, for this or similar projects. 

The framework is broken down in three iterative stages, each adding further detail to the scenario con­

sistent with the characteristics established in the previous stage. In some cases, the framework offers 

options to pick from; in others it requires to fill in a blank. 

Scenario development framework 

Stage 1: General scope and goals 
	 Nature and goal of the perpetrators 

	 Motivation for use of biological weapons over conventional weapons 

	 Nature of targets 

	 Human population 

	 Individual 

	 Non-state 

	 State 

	 Zoonotic 

	 Crops 

	 Scale of program1

	 Single attack 

	 Small-scale 

	 Mass production 

	 Selection of Agent/agents 

	 Acquisition of agent (isolation from natural source, modification of existing strain, de novo 

synthesis, etc.) 

Stage 2: Infrastructure and technology 
	 Scale of production infrastructure 

	 Laboratory scale 

1	 See Kaszeta, D. (2021) Small-Scale Chemical and Biological Production: Current Threats and Future Trajectories. Royal United 
Services Institute [online]. Available from: https://www.rusi.org/explore-our-research/publications/occasional-papers/small-
scale-chemical-and-biological-production-current-threats-and-future-trajectories (Accessed 6 October 2025).

https://www.rusi.org/explore-our-research/publications/occasional-papers/small-scale-chemical-and-biological-production-current-threats-and-future-trajectories
https://www.rusi.org/explore-our-research/publications/occasional-papers/small-scale-chemical-and-biological-production-current-threats-and-future-trajectories
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	 Pilot scale 

	 Manufacturing scale 

	 Sophistication 

	 Level of program advancement: reliability, organization, stability. 

	 Structured processes, QA/QC, testing, training/knowledge retention. 

	 This is not about access to cutting edge technology, but more about maturity and organi­

zation of the program: established processes, ability to achieve reliable/consistent results. 

	 Technological level 

	 Conventional technologies 

	 Cutting edge and emerging technologies 

	 Include only Technology Readiness Level (TRL) 5 or greater: technology which has [at least] 

been validated in a relevant environment 

	 Classify risk (and thus merit of inclusion) based on modified version of O’Brien and Nelson 

(2020) matrix

	 Technologies and facilities for culturing, scaling up, stabilizing, stockpiling 

	 Is there a goal to establish and maintain a stockpile? 

	 Potential steps for upstream processing: inoculation, microbial fermentation/cell culture, 

harvesting, sterilization of equipment 

	 Potential steps for downstream processing: Extraction/separation, purification, suspension/

stabilization, analysis, integration with delivery system, sterilization of equipment 

	 Do we assume batch production only (no continuous)? Stockpiling or just-in-time process 

design? Stockpiling stabilized agent or maintenance of a lab culture? 

	 Delivery Methods 

	 Infection method: Aerosolized (inhalation)? Transdermal (injection or absorption)? Contamination 

(ingestion or absorption)? 

Stage 3: Adding details to the scenario, creating an overview of resources 
available to fictional biological weapons program 

	 Division of resource categories: equipment, personnel, information, and capital 

	 Critical facilities (equipment, capital): Small non-state group or individual acquiring vs state actor 

setting up clandestine facilities vs diversion from industry 

	 Organization (personnel): especially if state actors are involved, useful to understand involvement of 

different institutions (military, national research, industry), including in the development of a delivery 

system and in deployment/use operations. 
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